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Abstract

We analyze the exact exponential decay rate of the expected amount of information leaked to the wiretapper in
Wyner’s wiretap channel setting using wiretap channel codes constructed from both i.i.d. and constant-composition
random codes. Our analysis for those sampled from i.i.d. random coding ensemble shows that the previously-known
achievable secrecy exponent using this ensemble is indeed the exact exponent for an average code in the ensemble.
Furthermore, our analysis on wiretap channel codes constructed from the ensemble of constant-composition random
codes, leads to an exponent which, in addition to being the exact exponent for an average code, is larger than the
achievable secrecy exponent that has been established so far in the literature for this ensemble (which in turn was
known to be smaller than that achievable by wiretap channel codes sampled from i.i.d. random coding ensemble).
We also show examples where the exact secrecy exponent for the wiretap channel codes constructed from random

constant-composition codes is larger than that of those constructed from i.i.d. random codes.

Index Terms

Wiretap channel, Channel resolvability, Secrecy exponent, Resolvability exponent

I. INTRODUCTION

The problem of communication in presence of an eavesdropper wiretapping the signals sent to the legitimate
receiver (see Figure was first studied by Wyner [[1] and later, in a broader context, by Csiszar and Korner
[2]], where it was shown (among others) that as long as the eavesdropper’s channel is weaker than that of the
legitimate receiver, reliable and secure communication at positive rates is feasible. More precisely, it was shown
that, given any distribution on the common input alphabet of the channels, Px, for which the mutual information
developed across the legitimate receiver’s channel is higher than that developed across the wiretapper’s channel, that

is, [(X;Y) > I(X; Z), with (X,Y,Z) ~ Px(z)Wwm(y|lx)Wg(z|z) (where X, Y, and Z represent the common

The work of M. Bastani Parizi and E. Telatar was supported by the Swiss National Science Foundation (SNSF) grant no. 200020_146832.
The work of N. Merhav was supported by the Israel Science Foundation (ISF), grant no. 412/12.

The material in this paper will be submitted in part to 2016 IEEE International Symposium on Information Theory (ISIT 2016).

M. Bastani Parizi and E. Telatar are with the Information Theory Laboratory (LTHI), Swiss Federal Institute of Technology (EPFL), Lausanne
1015, Switzerland (email: mani.bastaniparizi@epfl.ch, emre.telatar@epfl.ch)

N. Merhav is with the Department of Electrical Engineering, Technion - Israel Institute of Technology, Haifa 32000, Israel (email: merhav@

ee.technion.ac.il)

January 15, 2016 DRAFT


mani.bastaniparizi@epfl.ch
emre.telatar@epfl.ch
merhav@ee.technion.ac.il
merhav@ee.technion.ac.il

input, legitimate receiver’s channel output, and wiretapper’s channel output, respectively), as long as the secret

message rate Ry £ +log|S,| is below I(X;Y) — I(X; Z) there exists a sequence of coding schemes (indexed by

the block-length n) using which

nh_)rrolo max Pr{smL(Y") # S|S = s} =0, (la)
1

lim ~I(S; Z") = 0. (1b)
n—,oo N,

In the above, S represents the secret message, $yvr(Y™) is the maximum-likelihood (ML) estimation of the sent
message given the output sequence of the legitimate receiver’s channel and Z" represents the output sequence of

the wiretapper’s channel (see Figure [I)).

yrey® .
X" e xn — Wu: X =) Bob’s Decoder —> §
S € S, —>{ Alice’s Encoder
Zn e Zn
Wg: X - Z—— > Eve

Fig. 1. Wiretap Channel

Classical codes for the wiretap channel are constructed by associating each message with a (random) code that
operates at a rate R just below the mutual information developed across the eavesdropper’s channel. To communicate
a message, the stochastic encoder of Alice picks a codeword uniformly at random from the code associated to that
message and transmits it via consecutive uses of the channel [1]-[3]]. Such constructions, known as capacity-based
constructions (with a slight abuse of terminology) [4]], will guarantee that the normalized amount of information
that Eve learns about the secret message by observing her channel output signal, %I (S; Z™), will be arbitrarily
small, provided that the block-length n is sufficiently large. Recently, resolvability-based constructions for wiretap
channel codes, namely, those associating each message with a (random) code operating at a rate just above the
mutual information of the wiretapper’s channel was shown to be more powerful than the capacity-based constructions
to prove achievability results. Among other useful properties surveyed in [4f], such constructions can be used to
easily show that the unnormalized amount of information Eve learns about the secret message, 1(.S; Z™), vanishes
as the block-length increases, namely to establish strong secrecy (a notion first introduced by Maurer and Wolf
[S]). In particular, using the resolvability-based wiretap channel codes for stationary memoryless wiretap channels,
it can be shown that the amount of information Eve learns about the secret message vanishes exponentially fast in

the block-length, thus, it is natural to study the rate of this exponential decay.

Definition 1. Given the rate pair (R, R) and a pair of stationary memoryless channels (W, Wg), a number 7
is an achievable secrecy exponent for the wiretapper channel Wg, if there exists a sequence of coding schemes
of block-length n and secret message rate Ry, requiring the entropy rate R at the encoder that are reliable for

communication over W1 and guarantee

liminf—llogI(S; Z™) > . ()
n

n—oo

January 15, 2016 DRAFT



Hayashi [|6] was first to derive a lower bound to the achievable secrecy exponents using the resolvability-based
construction of wiretap channel codes from i.i.d. random codes and, later on, improved this lower bound using
privacy amplification in [7]. More recently, it was shown (see special cases of [8, Theorem 2], [9, Theorem 3.1],
or the proof given in [[10]) that privacy amplification is unnecessary and the exponent derived in [7]] lower-bounds
the exponential decay rate of the ensemble average of the information leaked to Eve when a wiretap channel code
constructed from 1i.i.d. random codes is used for communication.

To study the universally achievable (as defined in [11]]) secrecy exponents in [12], constructing codes for wiretap
channel from random constant-composition codes is investigated and, in conjunction with privacy amplification, a
lower bound to the achievable secrecy exponent using this class of wiretap channel codes is derived. This lower
bound is also shown to be smaller than the lower bound to the achievable exponent using i.i.d. random codes

derived in [7]].

A. Contribution and Paper Outline

In this paper we, firstly, show that the exponent derived via the method of [[10] (which was first established in [[7])
is indeed the exact secrecy exponent for an average code in the ensemble and, secondly, extend the analysis of [[10]
to the ensemble of constant-composition random codes (see Theorem [2] and its corollary). This, in particular, implies
the previously-known lower bound to the achievable secrecy exponent using i.i.d. random codes characterizes the
exact exponential decay rate of the average amount of information leaked to the eavesdropper using wiretap channel
codes constructed from i.i.d. random codes. Moreover, it turns out that the exact secrecy exponent for the wiretap
channel codes constructed from constant-composition random codes is larger than the lower bound derived in [[12]
and there are examples where this dominance is strict. Further, examples show that in general there is no ordering
between the secrecy exponents of the ensembles of i.i.d. and constant-composition codes. In other words, for
some channels the i.i.d. ensemble yields a better secrecy exponent, whereas in the others, the constant-composition
ensemble prevails (see Section [[V-B).

The analysis of [[10] is based on pure random coding arguments (no privacy amplification is used) and is carried
out by lower-bounding the achievable resolvability exponents (see Definition [5) using random codes. We will show,
in this work, that this method not only proves the achievability of the exponent, but also, using very similar steps,
establishes its exactness (see Definition[7). On the other side, a simple observation shows that the exact resolvability
exponent equals the exact secrecy exponent for an ensemble (see Theorem [I), which in turn, allows us to conclude
the exponent derived through this method is the exact secrecy exponent as well.

The remainder of this paper is organized as follows. After setting our notation conventions in Section we
prove the equivalence of secrecy and resolvability exponents in Section and reduce the analysis of the exact
secrecy exponent for an ensemble to that of the exact resolvability exponent. We present our main result on exact
secrecy exponents in Section argue that the exact secrecy exponent for the ensemble of constant-composition
random codes is larger than the lower bound derived in [[12], and give numerical examples comparing the exponents
for two ensembles of i.i.d. and constant-composition random codes. Our main result is proved in Section [V| To

streamline the presentation, we relegate the straightforward but tedious parts of the proof to the appendices.
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B. Related Work

In addition to those cited above, [13]] also presents a simple achievability proof for channel resolvability. Based on
this proof the authors, in their subsequent work [14], establish strong secrecy for wiretap channel using resolvability-
based constructions for wiretap channel codes. The performance of a code for the wiretap channel is measured via
two figures of merit, namely, the error probability and information leakage, both of which decay exponentially in
block-length when a wiretap channel code from the ensemble of random codes is employed on stationary memoryless
channels (as we will also briefly discuss in Section [[II)). The trade-off between secrecy and error exponents (as well
as other generalizations of the model) is studied in [[15].

Another important problem, in the realm of information-theoretic secrecy, is secret key agreement [16], [[17]]. The
secrecy exponents related to this model are studied in [[7]], [[15[], [18]], [19] and, in particular, in [18], [19] shown to

be exact.

II. NOTATION

We use uppercase letters (like X) to denote a random variable and the corresponding lowercase version (x) for a
realization of that random variable. The same convention applies to the sequences, i.e., ™ = (x1,...,x,) denotes
a realization of the random sequence X™ = (X1,...,X,,). We denote finite sets by script-style uppercase letters
like A. The cardinality of the set A4 is denoted by |.A|.

We write f(n) < g(n) if there exists a function p(n) such that limsup,,_, . +log(p(n)) = 0 and f(n) <
p(n)g(n). As noted in [20]], when functions f and g depend on other variables than n it is understood that p(n)
can only depend on channel transition probabilities, the cardinality of its input and output alphabet, and its input
distribution (and not the other parameters f and g may depend on)ﬂ f(n) = g(n) means f(n) < g(n) and
f(n) = g(n).

For a € R, [a]* £ max{a,0} denotes positive clipping.

We denote the set of distributions on alphabet X' as P(X). If P € P(X), P* € P(X™) denotes the product
distribution P"(z") £ T]'_, P(z;) (where 2™ denotes the length-n sequence (z1,...,z,) € X™). Likewise, if
V: X — Y is a conditional distribution (that is, Vo € X': V(:|z) € P(})), V™: X™ — Y denotes the conditional
distribution V" (y™|a™) = [];—, V(y:|z;). For a joint distribution @ € P(X x V), Qx (respectively Qy) denotes
its @~ (respectively y-) marginal. For P € P(X’) and a stochastic matrix V: X — ), P x V € P(X x ) denotes
the joint distribution P(z)V (y|xz) and P oV € P()) denotes the y-marginal of the joint distribution P x V, that
is (PoV)(y) = X2, P)V(yla).

We denote the rype of a sequence z" € X" by Qun € P(X). A distribution P € P(X) is an n-type if Vz €
X: nP(x) € Z. We denote the set of n-types on X as P, (X) € P(X) and use the fact that |P, (X)| < (n+1)!*
(21, Lemma 2.2] repeatedly. If P € P, (X), we denote the set of all sequences of type P as 75 C A™.

ILet 6 be a parameter that f and g depend on. If fo(n) < go (n) then, VO: limsup,,_, o %log (%) < 0 but the reverse is not true.
In fact fo(n) < go (n) is equivalent to lim sup,,_, ., Supg % log ( g :E:;) < 0 which is a stronger statement than the former.
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The divergence between two distributions P, Q) € P(X) is defined as

D(PQ) £ > P(x (=) 3)

TeX )
(here and in the sequel the bases of log and exp are arbitrary but the same). For two stochastic matrices V: X — )

and W: X — ), and P € P(X), the conditional divergence is defined as

v
DVIWIP)2 3" P(2) Y V(ylz)log W((yllx)) )
zeX yeY
For P € P(X),
— > P(z)log P(x ©)
rzeX

For Q € P(X x V), I(Q) £ D(Q|Qx x Qy). If P € P(X) and V: X — ) is a stochastic matrix, I(P,V) =

I(P x V) denotes the mutual information developed across the channel V' with input distribution P.

III. SECRECY VIA CHANNEL RESOLVABILITY

As we mentioned earlier, channel resolvability is a convenient and powerful tool for the analysis of secrecy
[4]]. The concept of resolvability dates back to Wyner [22]] where he observed that, given a stationary memoryless
channel W: X — Z and an input distribution Px that induces the distribution P, = Px o W at its output, it is
possible to well-approximate the product distribution P} at the output of W™ (the product channel corresponding
to n independent uses of W) by transmitting a uniformly chosen codeword from a code of rate R > I(X;Z).
Indeed, if the code is sampled from the i.i.d. random coding ensemble, with very high probability the normalized
divergence between the channel output distribution and P} can be made arbitrarily small by choosing n sufficiently
large. Han and Verdi [23]] and Hayashi [6] developed this theory further by replacing the measure of approximation
by normalized variational (¢1) distance and unnormalized divergence, respectively, and showed firstly, that the same
limits on the code size hold in these cases and, secondly, that the distance between the output distribution and
the target distribution P vanishes exponentially fast as the block-length increases (the same result is derived in
[10], [13] as well). In particular, in [6], [9], [1O], [14], the exponential decay of the informational divergence is
leveraged to establish an exponentially decaying upper bound on the information leaked to the eavesdropper in
wiretap channel’s model (using resolvability-based constructions of wiretap channel codes).

We can extend the notion of resolvability and ask for the approximation of arbitrary target distributions. Given
a code C = {z¥,...,2%,} and the channel W: X — Z, denote by F¢ the output distribution of W™ when a

uniformly chosen codeword from C is transmitted, that is,

1 M
= MZW”(Z"W). (6)
=1

Definition 2. Given a stationary memoryless channel W: X — Z, a rate R, and a sequence of target distributions
® = {®, € P(Z") : n € N}, a number E®(W, R) is an achievable resolvability exponent over the channel W, at
rate R, with respect to @ if there exists a sequence of codes of block length n, C,,, such that lim sup,,_, . % log |Cp| <
R and

liminf — log D(Fe, |,) > E*(W, R). )
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Definition 3. The supremum of all achievable resolvability exponents over W: X — Z, at rate R, with respect to
o ={®, € P(2"),n € N} is called the resolvability exponent of the channel W: X — Z at rate R with respect
to .

It should be obvious that computing “the” resolvability exponent is a difficult task as it necessitates a search over
all possible sequences of codes and find the best resolvability code. The usual way to circumvent such a difficulty

is to use the probabilistic method and analyze the achievable exponents for the ensembles of random codes.

Definition 4. Given II = {Px» € P(X") : n € N}, a sequence of probability distributions on X™, an ensemble
of random codes of rate R is a sequence of random codes C,, of block-length n and size M = exp(nR), obtained

by sampling the codewords independently from the distribution Px~. In other words,
M
Pr{C, = {a7,..., 2%} } = [ Px~(a). (8)
i=1

Definition 5. Given IT = {Px» € P(X") : n € N}, a stationary memoryless channel W: X — Z, arate R, and a
sequence of target distributions ® £ {®,, € P(Z") : n € N}, a number EZ (I, W, R) is an achievable resolvability
exponent for the ensemble of random codes of rate R defined by II, over the channel W: X — Z, with respect to

the sequence of target distributions @ if

1
lim inf —— log E[D(Fe,
n

n—oo

$,)] > E2(II, W, R), 9)

where C,, is a random code of size M = exp(nR) distributed according to (8).

Definition 6. The supremum of all achievable resolvability exponents for the random codes of rate R defined by
IT = {Px» € P(X"™) : n € N}, over the channel W: X — Z, with respect to the sequence of target distribution

® = {®,, € P(2™) : n € N} is called the resolvability exponent of the ensemble II.

Remark. 1t is clear that the resolvability exponent of an ensemble equals liminf,,_,o —1 log E[D(Pc, ||®,)]. The
reader may notice that this definition is somewhat conservative in the sense that, while it guarantees that for any
E below the resolvability exponent of the ensemble there exists a sequence of codes C;; (in the ensemble) and ng

such that Vn > ng: D(Fes ||®,) < exp(—nFE), larger exponents may also be achievable; namely, for £’ satisfying

liminf, 0 —1log E[D(Pe, |[®,)] < E' < limsup,,_,., — = logE[D(Fe, ||®,)], there exists a sub-sequence of

codes C; ,Cr ... (in the ensemble) such that Vi: D(Fc: [|®,,) < exp(—n;E’). While this is a valid concern in

ni’ v ng?

general, we shall see that for the ensembles of interest, namely the ensembles of i.i.d. and constant-composition

random codes, and specific sequences of target distributions,

1
limsup — - log E[D(P, |,

n— oo

1
= liminf ——log E[D(Pz, [|,)]- (10)

n—oo

In other words, the exact resolvability exponent for those ensembles exists. This excludes such circumstances.
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Definition 7. The exact resolvability exponent of the ensemble of random codes of rate R defined with the sequence
of distributions IT = {Px» € P(X™) : n € N}, over the channel W: X — Z, with respect to the sequence of
target distributions ® = {®,, € P(Z") : n € N} is defined as

1
EZ(ILW,R) £ lim ——logE[D(Fe,||®,)] (1n
n—oQ n
provided that the limit exists.

For the sake of completeness, let us also formally define the error exponent for an ensemble of random codes.

Definition 8. Given II = {Px» € P(X™) : n € N}, a stationary memoryless channel W: X — ), and a rate R,

a number E_(II, W, R) is called an achievable error exponent of the ensemble II at rate R on channel W, if

1

liminf —— log E[Pr{smr(Y") # S}] > E. (I, W, R) (12)
n—oo n

when C,, a random code of size M = exp(nR) is used to communicate a uniformly chosen message S €

{1,2,..., M} via n independent uses of W, y™ is the output sequence of W™, and Sy, (y™) is the ML estimation

of S given y".

Remark. For the ensembles of interest in this paper, i.e., the ensembles of i.i.d. and constant-composition random
codes the exact error exponents are well-known [21]], [24]], [25] (the exactness of the error exponent for constant-
composition random codes follows from exponential tightness of the truncated union bound, cf. [26, Appendix A]

for example).

Definition 9. Given a sequence of distributions on X", II = {Px» € P(X") : n € N}, and a rate pair (Rs, R) a
(random) wiretap channel code of secret message rate R is obtained by partitioning a random code of rate Rs + R
in the ensemble into My = exp(nRs) sub-codes of rate R, denoted as C5, s € {1,2,..., M}, each associated to
a message. To communicate the message s, the encoder transmits a codeword from the sub-code C; uniformly at

random (thus it requires an entropy rate of R).

Theorem 1. Let Wy : X — Y and Wg: X — Z be the pair of legitimate receiver’s and wiretapper’s stationary
memoryless channels respectively (see Figure . Fix a sequence of distributions Il = {Pxn» € P(X") : n € N}
and an arbitrary sequence of target distributions ® = {®,, € P(Z™) : n € N}. Let E (I, W, R) be an achievable
error exponent for the ensemble 11 over the channel Wy (at rate R) and E2 (I, Wy, R) be the exact resolvability
exponent of the ensemble 11 over the channel Wg with respect to the sequence of target distributions ® (see
Definition El) Then for any rate pair (Rs, R) such that E® (I, Wg, R+ R) > EX(I1, Wg, R), using the ensemble

of random wiretap codes constructed as in Definition [9) when the secret message S is uniformly distributed,

lim inf—l log E[Pr{ém(Y™) # S}] > E,(II, W, R + Ry) (13)
n

n—oo

1
lim ——logE[I(S; Z™)] = EX(II, Wg, R), (14)

n—oo N
where S\ (y™) is the ML estimation of the sent message given y", the output of legitimate receiver’s channel. In

other words, Ejs is also the exact secrecy exponent for the ensemble 11.
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Proof: That E_(II, Wy, R+ R;) is an achievable error exponent for the legitimate receiver is clear: probability
of decoding the message S incorrectly is upper-bounded by probability of incorrect decoding of the sent codeword
and the result follows. We shall, hence, only prove (I4).

Since, to communicate a particular message s € Sy, the encoder transmits a codeword from the code C;, associated
to the message s, conditioned on S = s the output of W has distribution PCZ and, since S is uniformly distributed,

the unconditional output distribution of W} will be Pe, (cf. (6)). Therefore,

E[I(S: 2")] = E[D(Pe;

(I)TI|PS)] _E[D(PCnH(I)ﬂ” (15)

Using the linearity of expectation and the fact that the sub-codes C; are identically distributed,

M
E[D(Pes||n|Ps)] = > Ps(s) E[D(Pe; @)
s=1
thus, by (TI), we have
1
lim - log E[D(Pe: ||®,|Ps)] = ET (I, Wg, R), (17)

1
lim - logE[D(Pe, ||®,)] = EX(II, Wg, R + Ry)

n—oo

> E2(II, Wg, R). (18)

where the last inequality follows since Rs > 0 and Ej is strictly increasing in R. Using and (I8) in (1)

concludes the proof. [ |

Remark 1. That (a lower bound to) the resolvability exponent, lower-bounds the secrecy exponent is already used
in [6], [9]], [10]. Theorem [I] complements this result by showing that the exact resolvability exponent equals the

exact secrecy exponent.

Remark 2. In the proof of Theorem |I| to show that £ is an achievable error exponent, we used a decoder which
estimates the sent codeword and then decides to which sub-code it belongs. In [27] it has been shown that the error
exponent of this decoder is the same as that of the optimal decoder (that computes the likelihood score for each
message s by summing up the likelihoods of all codewords in C; and then deciding on the most likely message)
for an average code in the ensemble when the code sampling distribution Px~» depends on z™ only through its
type.

Remark 3. Using standard expurgation arguments it is easy to prove the existence of a sequence of wiretap codes

(in the ensemble) using which

1
lim inf —— log max Pr{émn(Y"™) # S|S = s}
no o sES,

n—co
> E.(II, Wy, R+ Rs) (19)
lim inf . log max D(Pes ||Dy,)
n—oo N S€ES, "
> EZ (I, Wg, R) (20)
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where S,, C {1,2,..., M} is of cardinality at least %Ms. The second equality implies, using this sequence of

codes, liminf — LlogI(S;Z") > E(II, Wg, R) regardless of the distribution of secret messages Ps (see [28,
n—oo

Appendix B] for more details). Moreover, as noted in [[14]], maxses, D(PC% ®,,) being small not only guarantees
secrecy (that Eve learns very little about S by observing Z™), but also implies stealth. Namely, Eve cannot even

detect that Alice is sending useful messages over the channel (letting aside their content).
Remark 4. Equations (I3) and (T4) suggest a trade-off in code design in terms of the choice of I = {Px» €
P(X™) : n € N}. The sequence of input distributions II that maximizes Es may not coincide with the one that
maximizes E,.

In light of Theorem [I] we shall focus on deriving the exact resolvability exponents for the ensembles of i.i.d. and

constant-composition random codes.

IV. EXACT RESOLVABILITY EXPONENTS
A. Main Result

Theorem 2. Let C,, be a random code of block-length n and rate R created by sampling exp(nR) codewords
independently from the distribution Pxn € P(X™) (see (). Let W: X — Z be a discrete stationary memoryless
channel and Pc,, (cf. (6)) denote the (random) output distribution of W™ when a uniformly chosen codeword from

Cy, is transmitted via n independent uses of W. Take the sequence of target distributions to be
®,(2") £ E[Pe, (2)], neN (1)

(note that the above expectation is taken with respect to the randomness in codebook generation, thus the target
distribution depends on Pxn).

For any Px € P(X) such that I(Px, W) > 0,

lim — > log(E[D(Pe, ||%,)])

n—oo N

E:i.i.d.(PX>VVvR)? lfPX"(xn) = P)%(xn)a

- 1{z"€Tp_} (22)
Es.c'(PXvWR)v lfPX”(zn):T/TX7
where
B (Px, W, R)
= oelin _{D@IPx x W) +[R—f(@I"}, (232)
with
A W (z|z)
A ,2)1 ) 23b
1@ (w;xz@(az 2108 5 T3 (23b)
and
ES¢(Px, W, R)
= min_{D(V[W|Px) + (R~ g(V)]*} (242)
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10

with

g(V) &2 w(V)+ min _ {I(Px,V’') —w(V')}, (24b)
Vi X>Z
PxoV'=PxoV
and
wV)& > Px(2)V(z]z)log W (2]x). (24c¢)
(r,2)EXXZ

Both exponents E'-Y and ES° are positive and strictly increasing in R for R > I(Px,W). Moreover, the value

of B4 can be computed through

i.i.d. _ _
EX (Px, W, R) = Oglggl{m Fo(Px, W, \)} (25a)
with
FO(PX7 VV? )\)
S2log Y Px(x)W(z|lz) T (Px o W)(2) . (25b)
(r,2)EXXZ

Corollary 3. The exponents EY(Px , Wg, R) and ES(Px,Wg, R) (of Theorem are the exact secrecy
exponents for the ensembles of random wiretap channel codes of rate pair (R, Ry) constructed from the ensembles

of random i.i.d. and constant-composition codes, respectively, provided that Rs > 0 and R > I(Px, Wg).

B. Comparison of Exponents

Corollary |3| states that the exponent E;'i'd' which was already derived in [7]], [9]], [10] is indeed the exact secrecy
exponent for the ensemble of i.i.d. random codes (the exponent is expressed in the form of in [[7[], [9], [10]). In
contrast, it can be shown that ES“, the exact secrecy exponent for the ensemble of constant-composition random

codes, is larger than the previously-derived lower bound in [12]:

ES© (Px, W, R) = max (AR — Bo(Px, We, \)} (26a)
with
Eo(Px, W, \)
S logZ(Z Px(x)W(z|x)ﬁ)1iA, (26b)
z€Z xzeX

(note that the function Fy in (26b) is essentially Gallager’s Ey [24]). For every discrete memoryless stationary
channel W: X — Z,
ES(Px,W,R) > E¢°(Px,W, R). (27)

This follows from the fact that (V') < I(Px, V') using similar steps as in [21}, Problem 10.24] to derive Gallager-
style expressions of error exponents (see Appendix for a complete proof).

As for comparing the secrecy exponents Fd- and ES°, numerical examples show that in general there is no
ordering between them. In particular, as shown in Figures 2| and [3] for binary symmetric channel and binary erasure

channel the ensemble of constant-composition codes leads to a larger exponent than the ensemble of i.i.d. random
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11

codes. The two exponents are equal when the input distribution is uniform. On the other side, in Figures @] and [5] we
see that for asymmetric channels (Z-channel and binary asymmetric channel) the ensemble of constant-composition

random codes results in a smaller secrecy exponent compared to the ensemble of i.i.d. random codes.

Es Es
04 I--- E;i.cL 04 I[--- Ev;i.d
E;LC E;:C
....... Ec© ceeeee EO©
0.2 f — 0.2 —
; ; i - R ; ; —_ - R
0.2 0.4 0.6 0.8 1 0.2 0.4 0.6 0.8 1
(a) Px(O) =0.3, Px(l) =0.7 (b) PX(O) _ Px(l) —05
Fig. 2. Comparison of secrecy exponents for Binary Symmetric Channel with crossover probability 0.11
Es Es
04 H--- E;‘Ld‘ 04 |--- E;‘Ld‘
EC.C EC.C.
....... E‘;C E‘;C
0.2 + 0.2
- - : : R - - - - R
0.2 0.4 0.6 0.8 1 0.2 0.4 0.6 0.8 1
(a) Px (0) = 0.28, Px (1) = 0.72 () Px(0) = Px(1) =0.5
Fig. 3. Comparison of secrecy exponents for Binary Erasure Channel with erasure probability 0.5
E; Es
0.4+ ___E;i.d ,,' 04 | ___E;Id
E;i.d - E;: c R
_______ ii.d e BOC .’
0.2 + £ 0.2 +
; ; “ | R ; ; ! | R
0.2 0.4 0.6 0.8 1 0.2 0.4 0.6 0.8 1
(a) Px(0) =0.36, Px (1) = 0.64 (b) Px(0) = 0.58, Px (1) = 0.42 (capacity-achieving)

Fig. 4. Comparison of secrecy exponents for Z-channel with Wg(0]1) = 0.303

The reader may find details on how the exponents are computed in Appendix [B]

V. PROOF OF THEOREM 2]

In this section we fix Px and set Pxz(z,z) = Px(xz)W(z|z). Moreover we assume, without essential loss of

generality, that (i) supp(Px) = X and (ii) for every z € Z, there exists at least one x € X such that W (z|z) > 0.
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04 ||--- Eiid L 04 ||--- Eiid
ES© — E°&€ 7
....... Ec© e BSC
0.2 + 0.2
A
: : 1 R : : 1 1 R
0.2 0.4 0.6 0.8 1 0.2 0.4 0.6 0.8 1
(a) Px(0) = 0.42, Px (1) = 0.58 (b) Px(0) = 0.57, Px (1) = 0.43 (capacity-achieving)
Fig. 5. Comparison of secrecy exponents for binary asymmetric channel with Wg(1]|0) = 0.01, Wg(0|1) = 0.303
Recall that the setting we are considering is as follows: A random code C,, = { X7, ..., X}, } of block-length n

and size M = exp(nR) is generated by sampling each codeword independently from distribution Px~. A uniformly
chosen codeword from this code is transmitted through the product channel W™ and the (random) distribution of
its output sequence is as in (G).

Note that P¢_ (2") is the average of M i.i.d. random variables W™ (z"|X"), ¢ = 1,..., M and, hence, is naturally
expected to concentrate around its mean, which is exactly the target distribution ®,,(2™). To prove Theorem [2[ we

analyze the deviations of the i.i.d. average Pc, (2") from its mean for every z" € Z".

Lemma 4. Let O, be as defined in Z1). Then,
(i) Pe, < ®,, with probability 1.
(ii) For both choices of Pxn in 22), V2" € supp(®,): ®,(2") > (1/a)™ where o > 1 is a constant that only
depends on Px and W.

Proof: See Appendix [ |

Remark. While when Px» = P%, ®, = P} and, hence, supp(®,,) = Z", when Pxn~ is the uniform distribution
over the type-class g, the support of ®, need not to be Z™. For instance, consider a binary erasure channel

and Px being uniform distribution on {0, 1}. Then ®,, puts no mass on all-zero (and by symmetry all-one) output

sequences.
Let
L(z") & e i@z >0, N
1 otherwise,
denote the (random) likelihood ratio of each sequence 2™ € Z™. By construction,
E[L(z")] =1, Vit € 27 -

Using the linearity of expectation we have,

E[D(Fe,

®,)]=E

3 Pe,(:")log (M)] (30)

zn EZTL
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- Y E [Pcn (") log (g C: ((;:)) ﬂ 31)

= Z ®,,(2")E[L(2")log L(z™)] (32)
ZnezZn
= Y ) @.(z")E[L(2")log (L(z"))]. (33)

PEP,(2) 2" €T

For convenience, let us define

Qn £ {Q € Pu(X x 2) : Px(T5,) > 0} o
Qé{QeP(XXZ):P "L(wx)>0} G

as the set of all feasible joint n-types and joint distributions, respectivelyﬂ

Theorem [2] follows as a corollary to Theorem [3}

Theorem 5. For any Q € Q,, let

gn(Q) £ w(Q)

+ ain {1(Q)+ D@ Px) - (@)}, (36)
where
Q.[Qz] £ {Q € Qu: Q%7 =Qz}, YQz € Pu(2), 37)
and
w(Q) £ Qx,2)log W (2]x), (38)

Then, Vz" € Z™:

o, (") (]E[L(z”) log L(=™)] + log(e))

M
= exp(—n[min{E1(Qzn), B2(Qzn)} + H(Q2n))) (39)
where
E1(Qz) = oo {D(Q'|IPxz) + R — 9.(Q")}, (40)
gn(Q)<R+6,
Ey(Qz)= _ min  D(Q'[|Pxz), 41)
Q' €QL[Qz]:
gn(Q/)>R+5n
and

5 L 210g(e)+2|X|\Z\1og(n+1). 42)

n

2More simply, Qn, = Pn(X x Z) (respectively Q = P(X x Z)) for the i.i.d. random coding ensemble (since supp(Px) = X), and
On ={Q € Prn(XxZ): Qx = Px} (respectively Q = {Q € P(X X Z) : Qx = Px}) for the ensemble of random constant-composition

codes.
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Proof of Theorem 2} Plugging (39) into (33) we get

EID(Fe, |,)] + log(e) 1

= exp(—n ereng?(z)min{El(QZ)’EQ(QZ)})' (43)

Moreover, since lim,, o, ,, = 0 and the sets of n-types are dense,

i . (B 5
n;n;Oergl;S(Z)mln{ 1(Qz2), E2(Qz)}

= min{D(Q|IPxz) + [R - 9(Q)]T} £ Ey(Px, W, R), (44)

where

9:(Q) = w(Q)

+ min {1(Q) + D(@x|[Px) ~ (@)} @)
Qz=Qz
It can be shown that g.(Pxz) = I(X; Z) (see ({i) of Lemma[7]in Appendix [A-A). Consequently, Ey(Px, W, R) <

[R—I(X;Z)]" < R when I(X;Z) > 0. Using this observation in (43) shows

1
lim - logE[D(Fe, ||®,)] = Es(Px, W, R). (46)

n—oo

Also, g.(Pxz) = I(X;Z) implies Fj, as defined in {4), is zero for R < I(X;Z) and strictly positive for
R > I(X;Z) as the objective function of (@4) is the sum of two non-negative functions of @, and is zero iff both
are zero (i.e., iff @ = Pxz and R < I(X; Z)).

For the ensemble of i.i.d. random codes, it can be verified that ¢,(Q) = f(Q) defined in 23b) (see (i) in
Lemma [7) in Appendix [A-A). The equivalence of (23) and (23) is shown in Appendix [A-B]

Similarly, for the ensemble of constant-composition random codes, any @ € Q must be of the form Py x V for
some stochastic matrix V': X — Z which reduces the exponent to (24).

That the exponents Ed- and ES¢ are strictly increasing in R is proved in Appendix [ ]

It remains to prove Theorem [5] For this we shall use the following auxiliary lemma which is proved in

Appendix

Lemma 6. Let A be an arbitrary non-negative random variable. Then, for any 6 > 0,

o(0) gy — ()] < ElAm(a/ ELA))] < D @)
where
7o(4) 2 B[] |62 Pr{A > (0 + 1) E[A]}
+oo
+2/ vPr{A>(v+1)E[A]}dv}7 48)
0
and
2 (140 n(1+6)—0
c(0) & 2 . (49)
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Remark. 1t follows from Jensen’s inequality that E[AIn(A/E[A])]) > 0. Lemma [6] improves this lower bound for

random variables with sufficiently small tails.

Proof of Theorem E} Assume hereafter that 2z € Z" is fixed. We, firstly, have

= Y Pxn(@)W"(z"[a") (50)
aneXxn
Z Pxn(z™) Z 1{(z",2") € T3 } exp(nw(Q)) (51)
zneXT QEQn[Qz”]
= Y {32 PeEue" ) €T3} ennw(@) (52

QEQN[Q.n] _Z"EXT

200
where w(Q) is defined in (38). It is clear that ZQG 0,[0.nPQ = 1 (our notation is somewhat imprecise because
pq depends on 2™ through its type; but, as we have fixed 2™ throughout the proof, we avoid explicitly showing
this dependence for the sake of brevity). It can also be shown (see Appendix [A-G) that for any distribution Pxn»

that depends on z™ only though its type—including our cases of interest,

T i
ra = |||Q| e (78, Qe Qe (53)

For both ensembles of i.i.d. and constant-composition random codes, Px«(75,) = exp(—nD(Qx|Px)), for
Q € Q,, thus
pq = exp(=n[l(Q) + D(Qx || Px)])- (54)

Combining the exponent in and w(Q), we have

@,(=") =exp(—n  min {1(Q)+ D(Qx|IPx) —w(Q)}) (55)
QEQn[an]
—exp(—n| min D(QlIPxz) + H(Qn)]) (56)
Qegn[@z"]
Note that if ,,(2") = 0, then the exponent of the above is infinity which means min, 0. D(Q||Pxz) = +oc.

This implies both exponents Ey(Q.n) and Ex(Q.») (see @0) and @I)) are infinity and (@]) holds. Therefore, we
shall restrict our attention to the non-trivial case when z" € supp(®,,).

Using the type-enumeration method [27]], [29] we have
M

1
Pe,(2") = 37 > W"(="|X]) (57)
i=1
1
= Z Ng exp(nw(Q)) (58)
QEQn[szL]
where
Ng £ Hx” €C,:(z" 2" € TCSL}‘ (59)
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is the number of codewords in C,, that have joint type ) with 2" and w(Q) is defined in (38). The collection {Ng, :
Qe 9, [an}} has a multinomial distribution with cluster size M and success probabilities {pg : @ € O, [an}}
(defined in (33)). Since 2" € supp(®,,),

ny _ Fe, (") 1
L= = 2 Nel@ (60)
QEQn[Q:n]
where we have defined ( )
A €XD nw(Q)
Using (53) we have
U(Q) = exp(nga(Q)), (62)
with ¢,,(Q) defined in (36). It also can be verified (see Appendix that explicit bounds on ¢(Q) are
(n+1)72¥1Zl exp (ng, (@) < €(Q)
< (n+ DI*1Z exp(ng, (Q)). (63)

Using the elementary properties of the multinomial distribution, it can be checked (see Appendix [A-I) that if

L1
A2 ) Nol(Q) (64)
QeA
for some A C Q,[Q.»], then
E[A] = ) pol(Q), (652)
QeA
1 1
var(4) = 77 >~ pot(Q)* - M(E[A])Q. (65b)
QeA
Partition Q,,[Q.n] as
Q' £{Q € QulQ:n]: 9a(Q) < R+ 064}, (66)
Q" £{Q € QulQ=+]: 9(Q) > R+ .}, (67)
(with 6,, defined as in @#2))), and split the sum in as
1 1
L") =37 D UQNo+4; D UQNg. (68)
QeQ’ QeQ”
ey 2L,
Using (65a) we have
E[Li] = > UQ)pg = m, (69)
QeQ’
E[Lo] = Y UQ)pq 2 pa- (70)
QeQ”
Moreover, using (63b) we have
1 1 R
var(Ly) + M“i =+ > UQ)pg & . (71)
Qe
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One can check (using the upper bound of (63)) that the choice of Q' implies

v < . (72)

For non-negative Iy and Iy, and | = Iy + o,
Un(l) = 4 (1) + I In()) (73)
— ln(h) + L (1 + /1) + I In()) (74)
< hn(ly) + (1 + In(1)) (75)

(since In(1 +l2/11) < l2/ly), thus,

E[L(=")log L(z")] = log(c) E[L(z") In L(=")] (76)
< log(e) (E[L1 In(L1)] + E[Lz(1 + In L(=™))]) (77)
2 log(e) E[L1 In(Ly)] + log(e)(1 + nln a) E[Ls] (78)

where (x) follows from (fi) in Lemma [4] (as L(z™) < 1/®,,(z")). The upper bound of @7) implies
var(Ly) (2) var(L)

E[L1In(Ly)] < pa In(pr) + < (79)
2 1221
where (x) follows since 1 < 1. Moreover, using (|7_T|) and the fact that py + ps = 1 we have
var(Ly) o m (80)
) p M
p1tpe 1= po
" - 81)
%1 1 1
— =) - = 82
mi + /JQ (/,1/1 + M) M ( )
Using (82) in (79) we have
1 141 1
E[L: In(L,)] + — < (7 7) 83
[Ly In( 1)]+M_V1+ M1+MM2 (83)
< v+ po (84)

where the last inequality follows from (72) and the fact that M > 1.
Using (84) and (70) (and noting that o > 1 only depends on Px and W) we can further upper-bound as

E[L(z")log L(z")] + log(e)% < vy + pa. (85)

Using the same reasoning as that we used for deriving (53) we have

D, (2" e = Z po exp (nw(Q)) (86)
QeQ”
= exp(—n[E2(Qzn) + H(Q.n)]). (87)

Furthermore, using (62)), we have

%K(Q)Qm = exp(n[gn(Q) — R])UQ)pq (88)
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which implies
®,, (2" )1 = exp(=n[E1(Qzr) + H(Qxn)]).- (89)
Plugging the (upper) bounds of (87) and (89) into (83) we get
®,,(2") (E[L(z") log L(z")] + log(e)ﬁ)
< exp(—n[min{E (Qzn), E2(Q2n)} + H(Qzn)]). (90)
Now we shall establish the lower bound counterpart of (90) to complete the proof. The choice of Q" implies

Pr{L, € (0,e*)} = 0. 91)

This holds since the lower bound of (63), together with the choice of Q" in imply VQ € Q': 4(Q) >
e? exp(nR). Therefore, either VQ € Q': Ng = 0 which implies Ly = 0 or 3Qo € Q" such that Ng, > 1, in

which case,
1 1
Ly > 7:0(Qo)Ngy > 77:6(Qo) > ¢”. (92)
Equation (O1) implies,
E[LyIn(Ly)] = > 1 In(l) Pr{Ly = I} (93)
1>e2
>In(e®) > IPr{Ly =1} = 2E[Ly]. (94)
1>e2

For positive [ and ls, and | = Iy + I3 > max{ly, 12},

IIn(l) =13 In(l) 4+ I In(1) (95)
> 11 In(ly) + Ix In(ls). (96)

Therefore,
E[L(z")In L(z™)] > E[L; In(L;)] + E[Ly In(Ls)]. 97)

Using the lower bound of @7) (with 79(L1) and ¢(6) defined as in (@8) and {@9) respectively), V6 > 0:

E[L; In(L,)] > E[L1] In(E[L,]) + ¢(6) [VEY[(LLJ) - Tg(Ll)} (98)
@ (1 - E[Ly)) In(1 — E[Ls]) + c(6) [VE(LLJ) - Te(Ll)} (99)
2~ BlLa] + ) - w(z). (100)

In the above (a) follows since E[L;] = 1 — E[Ls] and (b) since (1 — ¢)In(1 — ¢) > —¢. Using (94) and (I00) in

(96) shows that V6 > 0:

var(Lq)
E[L4]

E[L(z")In L(z")] > 0(9)[ - Te(Ll)] +E[Ls)]. (101)
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Now we shall upper-bound 7y(L1). Starting by bounding the tail of L; we have

Pr{L; > (v+1)E[L,]}

=Pr{ Y UQ)(Ng — Mpg) > MuE[L]
QeQ’

MuE[L]
< Pr QLEJQ/ {K(Q)(NQ Mpq) > |Q,|}
0 oy o MOEIL]
< Q;/P {E(Q)(NQ MPQ) 2 |Ql| }
(b) E[¢(Q)*(Ng — Mpg)*]
= Qé, (MuE[L /1)

Q/ 4 1
_ U(|E[Il])4M4 > UQ)E[(Ng — Mpg)*],

QeQ’

where (a) is the union bound and (b) follows by Markov inequality. For N ~ Binomial(M, p),

E[(N — Mp)*] = Mp(1 — p)[1 + 3(M — 2)p(1 — p)]
< var(N) + 3var(N)2.

Continuing (T06) we have

e ) — Mpg)*)

QEQ/
Z 0(Q)*(var(Ng) + 3var(Ng)?)

QEQ’
< M2 Z Zvar(Ng) + M4 Z 0(Q)* var(Ng)?
QeQ’ QeQ’
Z £(Q)?* var(Ng)
QEQ’
2
—I—S[MQ Z £(Q)?* var NQ)}

QeQ’

() (d)
<+ 3% =y,

19

(102)

(103)

(104)

(105)

(106)

(107)

(108)

(109)

(110)

(111)

(112)

where (a) follows since 4(Q) < exp(nd,)M = M for @ € Q', (b) since for positive summands, the sum of the

squares is less than the square of the sums, (c) since var(Ng) < Mpg, and (d) since v < p1 < 1 (see (72)).

Plugging (I12) into (I06) we get
Q'

Pr{L; > (v+ 1)E[L]} < mﬁ
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Using the above in {#8) we get

7o(L1) = E[L1][0* Pr{Ly > (6 + 1) E[L4]}

+oo
+2/ vPr{L; > (v+1)E[L1]}dv] (114)
0
. 92 +oo v |Q/|4
< E[L] [@ +2/0 vjdv} TG (115)
N 1 ‘Ql‘4
R (116)

Since (T16) implies 79(L1) < d(n) |%;‘:§ L for some sub-exponentially increasing sequence d(n) (which only depends
on |X| and | Z]), taking

/2
0, = 2\/d(n)|%|, (117)
1
we will have
1 %1
7o, (L1) < 10 (118)
1
Using (71I) and (TI8) in (TOT) we have
var(L
E[L(=")In L(z")] > c(6h)] L) o, (L1)] +E[Ls] (119
E[L4]
141 1 1 1
> -t -, -2
> ¢(0,) [M i 4/“} + E[L] (120)
) 3 %41 1
> ¢(0) [ZE - | +ElL) (121)
(where () follows because ; < 1). Since (for 6 > 0), c(d) < ¢(0) = 1 < 1, we can further lower-bound (I21) as
EILG") I L(:) 2 Je(00) 2 + BlLs] - (122)
n hd z —
z 2] 2 Jelbn o 2l = 37
Moreover,
c(0,) = 1 (1+6,)In(1+6,) -6, (123)
O, O,
@ 1 (1 In(1 -
~ 1 (A +p0n) In(1 + p16y) — pa6n (124)
an Mlen
1 0,,)In(1 0,) — 16y
—ul( + 11165) In( ﬂél ) — (125)
(,ulen)
®)
>, (126)

(146) In(1+6)—6 (146) In(1+6)—6
6 62

where (a) follows since

in 0 and 1,0,, = 2,/d(n)|Q'|?> < 21/d(n)(n + 1)?¥IZ], Using this lower bound in (T22) we get

is increasing in 6 and p; < 1, and (b) since is decreasing

E[L(z")log L(z™)] + log(e) %

=log(e) (E[L(z") In L(z")] + %) > v+ o (127)
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which, in turn, shows

@,(=") (ELL(=") log L(=")] + log(e) 1)

M
> exp(—n[min{ B (Q.n), E2(Qun)} + H(Q2n)]), (128)
using the (lower) bounds of and (89). Combining and (128) concludes the proof. [

VI. CONCLUSION AND DISCUSSION

We analyzed the exact exponential decay rate of the information leaked to the eavesdropper in Wyner’s wiretap
channel setting when an average wiretap channel code in the ensemble of i.i.d. or constant-composition random
codes is used for communication. Our analysis shows that the previously-derived lower bound on the secrecy
exponent of i.i.d. random codes in [7|]-[10] is, indeed, tight. Moreover, our result for constant-composition random
codes improves upon that of [[12] (see (Z7) and examples in Section @])

A key step in our analysis (which is applicable to any ensemble of random codes with independently sampled
codewords) is to observe the equivalence of secrecy and resolvability exponents for the ensemble and, as a result,
reducing the problem to the analysis of the resolvability exponent. The latter is easier as the informational divergence
of interest (whose exponential decay rate is being assessed) involves a single random distribution (the output
distribution) while the former involves two (the conditional and unconditional output distributions). We should
emphasize that establishing secrecy via channel resolvability is a standard technique which was used in [6]], [9],
[10], [14] (also, in combination with privacy amplification in [7]], [12]) whose advantages are discussed in [4]]. Our
result (Theorem (1)) highlights the usefulness of this tool by showing that the resolvability exponent is not only a
lower bound to the secrecy exponent but also equals the secrecy exponent.

Thanks to such a reduction, we extended the method of [[10] to derive the exact resolvability exponent of random
codes. It is noteworthy that, as it was already envisioned in [[10], the method presented there was conveniently
applicable to the ensemble of constant-composition random codes (as well as the ensemble of i.i.d. random codes
already studied in [[10]).

It is remarkable that, unlike the channel coding problem for which constant-composition random codes turn out
to be never worse than i.i.d. random codes in terms of the exponent [21]], for the resolvability problem we have
examples (see Figures [ and [5) where i.i.d. random codes are better than constant-composition codes. The examples
presented in Section suggest that the superior ensemble (in terms of the secrecy exponent) depends on the
channel Wg alone (i.e., for a given channel, either of the ensembles yields a better secrecy exponent for all input
distributions). A subject for future research would be to characterize the set of channels for which the ensemble of
i.i.d. random codes results in a better secrecy exponent (and vice versa).

As shown in [2]], for general pairs of channels (W, Wg) if I(X;Y) < I(X; Z) for all input distributions Px, one
can prefix the channel with an auxiliary channel Px |y : U — &', and by choosing Py such that I[(U;Y)—1(U; Z) >
0 (when U = X - (Y, Z) have distribution Py (u)Px v (z|u)Wn(y|z)WE(z|z)) achieve secret message rates up
to I(U;Y) — I(U; Z). Channel prefixing is also proposed in [9] as a technique to treat the wiretap channels with

cost constraints (the auxiliary channel Px |y will be chosen in such a way that its output sequence satisfies the cost
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constraints for the physical channel). It is obvious that our results (as well as those of others cited) are immediately

extensible to such cases.

APPENDIX A

COMPLEMENTARY PROOFS
A. Properties of g, and g
Lemma 7. Let f: Q — R and g.: Q — R be defined as in 23b) and [@3)) respectively, then
(i) VQ € Q:
f(@Q) £9.(Q) < I(Q) + D(Qx | Px), (129)

and the lower bound is attained if and only if Px(x) £ Px(z )>, Wz |x)
(i) 9.(Px,z) = 1(X;2),

GQ.

Proof: The upper bound of (I29) follows since Q' = @ is a feasible point in the minimization of (@3). To

establish the lower bound we have

Q)+ D(Qx [ Px) —w(@Q)

= D(@QIPx2) = PP + 3 Q5 og . o5 (130)
Therefore,
Q/:SSEQZ{I (@) + D(Q|IPx) — (@)}
= o Q, n {D(Q |Pxz) — D(Q%||Pz)}
(131)

+ Z Q(z, z) log PZ(Z) .

By the convexity of divergence the value of the minimization on the right-hand-side of (I31)) is non-negative, hence,

) > ZQ 2,2)log ((x)) (132)

Moreover, the minimization (on the right-hand-side of (I31))) evaluates to 0 if we can pick Q' (z, z) = Px|z(x|2)Qz(z).

Finally, (i) follows as f(Pxz) = 1(X;Z). |
To simplify the presentation let V' denote the set of all stochastic matrices V: X — Z such that Px x V <

Px x W. V is a compact and convex set. Moreover if V/: X — Z is not in V, w(V’) = —oo, hence I(P, V') —

w(V’) = 4o00. Consequently we can rewrite (24b) as

sV) =)+ min {I(Px, V)~ (V). (133)
PXoV’iPXoV

Note that the minima in the above is well-defined as V is a compact set.

Lemma 8. The function g: V — R (as defined in (Z4b)) is convex and continuous in V.
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Proof: Since w(V) (as defined in (24c)) is linear in V' and for V € V is continuous the claim follows if we
show that the mapping
Y Vi vaIéif}. {I(Px, V') —w(V")} (134)
PxoV'=PxoV
is convex and continuous on V.
We first prove the convexity. Pick two stochastic matrices V; € V and Vo € V, A € [0, 1], and set V = AV} + AV,

(where A = 1 — ). Suppose the minimizer in (134) is V}* for V =V}, j = 1,2. We have,
min  {I(Px,V') —w(V")}

Viev:
PxoV’/=PxoV

(a) — _

< I(Px, AV 4+ AVy) — w( AV + V) (135)
O TPy, AVF + AVS) — (V7)) — dw(Vy) (136)
(c) _

< AI(Px, Vi) —w(V)) + A(I(Px, V5) — w(Vy)). (137)

where (a) follows since Px o (A\Vy" + AV5") = APx o Vi* + APx o V5 = APx o Vi + APx o Vo = Px oV, (b) since
w(V) is linear in V, and (c) since I(Px, V') is convex in V.

Convexity of 1) implies continuity in the interior of the set V. The only possibility for 1) for being discontinuous
is to ‘jump up’ at the boundaries. More precisely, to have a sequence {V,, € V : n € N} such that lim,,, V,, =V
(for some V' on the boundaries of the set V) but lim,, o, ¥(V;,) < (V). We shall show that this cannot happen.

Let V© be the minimizer in @ for V =1V, that is,

V¥= —argmin {I(Px,V')—w(V")}. (138)
V'ev:
PxoV'=PxoV,
Consequently,
li_>m (V) = lli_}m {I(Px,V;;) —w(V.)}. (139)

The sequence {V,* € V : n € N} must have a convergent subsequence and hence a limit point in V (as V
is compact). Let lim, o V\ = 1% (by passing to the convergent subsequence if necessary). Since the mapping

V' — I(Px,V') —w(V’) is continuous on V,

lim {I(Px,V;7) —w(V;)} = I(Px,V) - w(V). (140)

Furthermore, the projection V' +— Px o V' is continuous, thus,

lim Py oV =Pyo Vv, (141)
and
7'11_)%0 PxoV,=PxoV. (142)
Moreover,
PxoV,=PxoVy, VneN, (143)
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by definition. Combining (T4T)), (T42), and (T43) we have

PyoV =PxoV (144)
Consequently,
lim ¢(Vy) = 1(Px, V) —w(V) (145)
> min  I(Px,V’) —w(V’) (146)
V'ev:

PxoV’'=PxoV
= (V). (147)
This concludes the proof. n

B. Alternative form of Ei-id

Using the fact that max{a,0} = maxo<i<1 Aa,

min {D(Q||Pxz) + R~ f(Q)]*}

— i { DQIPx2) + o NR - F(Q)1} (148)
= min max AR+ D(Q|[Pxz) — M(Q) (149)
= uax min (AR + D(Q|| Pxz) ~ M(Q)) (150)
= mas {Amngn{D(Qllsz) - Af(@}} (151)
2 max (AR~ Fo(Px, W.\)} (152)

where (a) follows since D(Q||Pxz) — Af(Q) is convex in @ (recall that f(Q) is linear in @) and (b) since

D(QlPxz) — AMf(Q)

_ Q(z, z)

= ;Q(x,z) log Prp (. 2) T P (1) Py (2) (153)

(g) —logZPXZ(x,z)1+kPX(m)_’\PZ(z)_)‘ (154)

= Fo(Px, W, \), (155)
with equality in (%) iff Q(z,2) o< Pxz(z,2) T2 Px (z) " Pz(2)~*. [ |

C. Strict Monotonicity of E4 and ES in R

That El#d- is strictly increasing in R for R > I(X; Z) can be easily seen through the form of @3): El'd is
the supremum of affine functions of R thus is convex in R. On the other side, since Fo(Px, W, ) is a convex
function of )\ passing through the origin with slope I(X; Z), Eid:(Px, W, R) starts to increase above 0 once R
exceeds I(X; Z) which means it will be strictly increasing for R > I(X; Z).
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We only need to prove the claim for ES“. (This proof may also be used to show Eld- is strictly increasing in

R, replacing ¢g(V') with f(Q).) Note that

BS©(Px Wi R) = min{  min  D(VIW|Px),
9

)>R
i D(V||W|P, R—g(V)};. 156
Jmin (D(VI|W|Px) + R~ g(V)}} (156)
We first show that for R > I(X; Z),
E¢e(P = min {D P - 1
SO, WoR) = min ADVIW[Px) + R = g(V)} (157)
=R i D(V||W|Px)—g(V 158
+ . in ADVIWIPx) = 9(V)} (158)
This follows since for R > I(X; Z),
min D(V||W|Px)= min D(V|W|Px) (159)
V:ig(V)>R V:ig(V)=R

Let us first prove (I39): Suppose this is not the case, i.e., there exists V* with g(V*) > R such that D(V*||W|Px) <
D(V||W|Px) for every V with g(V) > R. We can safely assume that Px x V* <« Px x W (otherwise
D(V||W|Px) = +o0 for all V such that (V) > R and (T38) automatically follows). Let Vi = AV* + (1 — \)W,
for A € [0,1]. It is easy to check that VA € [0,1]: Px x VA < Px x W, thus the mapping A — ¢(V}) is
convex and continuous by the convexity and continuity of g (see Lemma [8) on the interval [0, 1]. We know that
g(Vi) = ¢g(Vi) > R and g(Vp) = g(W) = I(X; Z) < R. Therefore, there exists § € (0,1) for which ¢g(V3) = R.

On the other side, the convexity of divergence implies
D(Vs|[W[Px) < BD(V*|[W|Px) + (1 = B)D(W|W|Px) (160)
< D(V*|W|Px) (161)

since 8 < 1. This contradicts the optimality of V*.
Now, we show that ES¢ (Px, W, R') > ES%(Px,W,R) for R" > R > I(X;Z). Let

V* = argmin {D(V||W|Px) — g(V)}. (162)

Vig(V)<R'

If g(V*) < R, then

ESS(Px,W,R) = R'+ D(V*|[W|Px) — g(V") (163)
=R i D(V|W|Px)—g(V 164
+ . in {DVIWIPx) = 9(V)} (164)
R i D(V||W|Px)—g(V 165
>R+ win {D(VW]Px) -~ o(V)} (165)
= E{“(Px,W,R) (166)

which proves the claim.

Otherwise, we have R < g(V*) < R’. Consider once again the family of stochastic matrices defined as Vy =
AV*+ (1= XN)W. We know Px x V* < Px x W (for if it is not, D(V*||W|Px) = +oo and ¢g(V*) = —oo which
means the exponent is infinity which is contradiction since ES*(Px,W,R') < R' — I(X;Z) by taking V =W
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in (I58)). Using the same reasoning as above, since g(V;) > R and g(Vp) = I(X; Z) < R one can find 8 € (0,1)
such that g(V3) = R and

D(V3||W|Px) < BD(V*|[W|Px). (167)
Moreover, we know that
D(Vs||W|Px) = R+ [D(Vs[|W|Px) — g(V3)] (168)
> i _
>R+ V:gf(n‘}l)lSR{D(VHWWX) g(V)} (169)
= B (Px, W, R). (170)
One the other side,
ES(Px,W,R") = R '+ D(V*|W|Px) — g(V*) (171)
(a)
> D(V*|W]|Px) (172)
® 1
> 5D(Vsl|WIPx) (173)
© 1
> SEE(Px.WR) (174)
(*)
> ES“(Px,W,R), (175)

where (a) follows since g(V*) < R/, (b) follows from and (c) from (T70) and finally (*) holds since 5 < 1
and ES(Px,W,R) > 0. [ |

D. Proof of
By Lemma [7| we have g(V) < I(Px,V), thus,

R—g(V)>R—I(Px,V). (176)

Therefore,
B¢ (Px, W, R) = min{ D(V|[W|Px) + [R — g(V)]"} (177)
> min{ D(V[W|Px) + [R — I(Px, V)]*} (178)
L min{ D(V([W|Px) + masx (AR~ M(Px.V)}} (179)
(:)Oglfgl{AR+m‘}n{D(V|\W\PX) — M (Px,V)}} (180)
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where (a) follows since [a]t = maxp<r<1 Aa and (b) by observing that D(V'||W|Px) — M (Px, V) is convex in
V for A <1 (and linear in A). The latter holds since I(Px, V) = ming,ep(z) D(V||Qz|Px), therefore,

D(V[|W[Px) = M(Px, V)

= Q;g%)gz){D(VllWlPx) - AD(V|Qz|Px)} (181)
V(Zlﬂc)l_A
== maxZPX V(z|x)log V(zlz) . (183)

W (z[z)'Qz(2)'
where we have defined ¢ £ 15 in the last step. The objective function inside the max in (T83) is convex in V' and
since the supremum of convex functions is still convex, the convexity of D(V||W|Px) — A (Px,V) in V follows.
It can also be seen that the objective function is concave in @)z for A > 0 (i.e. t > 1). Using this observation we

have

min{ DV W] Px) = \I(Px, V)}

%mvnmaXZPX (z]z) log W x)(gz)(z) (184)
1 : Vi(z|x)
= Er%zzxmvl_nQLZ;PX(ac)V(z\:v) log W) Qp () (185)

(186)

(i)max{—ZPX logZW (z]2)'Qz(z

(b)

>rréax{—logZPX ZW (z]2)'Qz(2 } (187)
mln{ IOgZQZ litZPX( }

where (a) and (b) follow by the concavity of logarithm. KKT conditions imply the solution to the minimization of

(T88) is

(188)

1/t

z) = C(Z PX(x)W(zx)t) (189)

with ¢t =% (X, Py (z)W (z|z))"". Plugging this into the objective function of (T88) and replacing t =
we have

min{ D(V[W|Px) — M(Px.V)}
R
= —logz<z Px(x)W(z|:1c)H) (190)
z xT
= —Eo(Px, W, ). (191)
Plugging (191) into (I80) proves the claim. [
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E. Proof of Lemma

®,,(z™) is the expectation of a non-negative random variable Fe, (2™). Therefore, ®,,(z") = 0 implies P, (™) =

0 almost surely. This proves ().

We have
D, (2") = Z Pxen ()W (2"]2™) (192)
m”L GX’VL
Let
= min Px () (193)
and
¢(2=min  min  W(z|z) (194)

2€Z x:W(z|x)>0
be two strictly positive and finite constants that depend only on Py and W. ®,,(2™) > 0 implies there exists at

least one sequence z} € supp(Pxn») for which W™ (z"|z{) > 0. Therefore, W™ (z"|x}) > (™. Thus (192) yields
D, (2") > Pxn(xg)C". (195)

Moreover, for both choices of Py~ in 22)) if 2™ € supp(Pxn), Pxn»(z") > P¥(z™) > £". Using this observation
in (T93) proves (i) (with o = é). [

F. Proof of Lemma [f]
Take U £ gfy so that E[U] = 1. We shall prove that
c(f) (var(U) — 7p(U)) < E[UIn(U)] < var(U). (196)
The claim then follows by noting that E[AIn(A/E[A])] = E[A] E[U In(U)] and var(A) = var(U)/(E[A])2.
We firstly have
E[UIn(U)] = E[UIn(U) — (U — 1)] (197)
<E[(U - 1)’] = var(V), (198)
since wIn(u) — (u— 1) < (u — 1)2. Moreover,
uln(u) — (u—1) > (@) (u — 1)?1{u < 6 + 1}. (199)

This follows by observing that % is a decreasing function of u. Thus,

0+1
E[U In(U)] > 0(9)/ (u—1)%d Fy (u). (200)

0

where Fy(u) is the cumulative distribution function of w.

Furthermore,
0+1 400
/ (u—1)*d Fy(u) = var(U) — / (u—1)?d Fy(u) (201)
0 0+1
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Let v £ u — 1 for the sake of brevity and denote by Fy (v) £ Pr{V > v} = Pr{U > v+ 1} the complementary

distribution function of V. Then,

+o0 +oo
/ (u—1)%d Fy(u) :/ v? d Fy (v) (202)
o+1 0
= [—UQFv(U)]G + 2/ vFy (v)do (203)
0
(i) 9 = +oo
= 6°Fy(0) + 2 vFy (v)do. (204)
0
The equality in (%) follows since we assumed the variance of U exists. This proves (196). [
G. Proof of (53)
We have
po= Y I{(a",2") € T3} Pxn(z") (205)
TneX”
Px (TY
= % Y Y@= eTh) (206)
LEN

since Py~ (z™) only depends on the type of ™. On the other side, we have

Tol= > > 1{@"")eTs} (207)
ZREZM gneX ™
The value of the inner sum in (207) only depends on the type of z and, clearly, is zero if Qz # Q.n. Thus
731 =175 11{Qz = Q) > L{(@",2") € T3} (208)

rm EX'VL

Plugging (208) into (206) yields (33). [ |

H. Derivation of (63)

For both ensembles of interest we have

Py (T2
exp(—n[H(Qx) + D(Qx [ Px)]) < X|T(Q)
Qx
< (n+ 1)!*lexp(—n[H(Qx) + D(Qx| Px)])- (209)
Moreover,
(n+ 1) "Xl exp(nH(Q)) < T3] < exp(nH(Q)), (210)
and
exp(—nH(Qz)) < ’Ti < (0 )/ exp(-nH(Q2) @1
Qz

3for if 2™ # 2™ have the same type, by permuting the letters of 2 we can obtain 2™. Now, if we apply the same permutation to every
™ € X™ to obtain ",

S e eTsi= Y @G eTd)

zeEX™ Fngcxn
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Multiplying the above, we have

(n+ 1)~ exp(—n[I(Q) + D(Qx||IPx)]) < pe
< (n+ 1)1l exp(—n[I(Q) + D(Qx || Px)]) (212)

Plugging the above in (52) and using the fact that |Q,,[Q.~]| < (n+1)I¥!1Z| we obtain Equation 213|at the bottom
of the next page which, in turn, yields (63). [ |

L Proof of (63)

We only prove (63D).

var(A) = Y #E(vaar(NQ)
QeA

+ #Z(Qlﬂf@z) cov(Ng,, Ng,) 214)

(Q1 7Q2)EA2
Q17#Q2

x 1
@ i > UQ)Ppo(1 - pq)
QcA

1
i 2(Q1)UQ2)p0, P, (215)

(Q1,Q2)€A?
Q17#Q2

where (x) follows since var(Ng) = Mpg(1 — pg) and cov(Ng,, Ng,) = —Mpg,pq,. Moreover,

> UQ)UQ2)P Pos

(Q1,Q2)cA?
Q1#Q2
=) UQpe, Y, HUQ)pe, 216)
QreA Q2eA{@1}
= > €Qpa: (EI4] - pa, Q1)) @17)
Q1A

where the last equality follows from (63a). Using the above in 213) we get,

var(A)
= 17 2 1@ (1 -r)(@) - (8141 - pot(@)] o18)
Qe
= % UQ)pq [U(Q) — E[A]] (219)
QeA

(n +1)~1¥112] exp(—nQegi[% @+ D@x1Px) —w(@)}) £ Pu(z")

<+ )P exp(—n  min  {1(Q) + D(Qx|IPx) ~w(Q)}) (13)
QeQn[Q.n]
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APPENDIX B

NUMERICAL EVALUATION OF THE SECRECY EXPONENTS
A. Computing E'+% and ES“
Both Eld- and ES can be easily evaluated via the expressions (23) and (26) using the fact that both Fy, and
Ey (defined in (23b) and (26Db) respectively) are convex in A, and pass through the origin with slope I(X; Z).
For instance to evaluate £l we know that
1) for R < I(X;Z) = & Fo(Px, W, \)|,_,» Es(Px,W,R) = 0;
2) for I(X;Z) < R < & Fyo(Px,W,\)|,_,. the pairs R, Ei*9 are related parametrically as

RO\ = %FO(PX, W, \) (220a)
Es(A) = AR(A) — Fo(Px, W, ) (220b)
for the range of A € [0, 1];
3) finally, if R > F}(1),
Ey(Px,W,R) = R — Fy(Px, W, 1). 221)

It is clear that to evaluate ES“ one has to precisely follow the same steps replacing Fy with Ej.

B. Computing ES“

To compute ES“ (defined in (2Z4)) one has to solve two minimizations. Namely, that of and that of (24b)
(to compute g(V')). The latter turns out to be efficiently solvable using standard convex optimization tools.

Fix Qz € P(Z) (to be set to Px oV to compute g(V)). Also note that I(Px, V') —w(V') = D(V'||W|Px) +
H(PxoV'), thus, the minimization problem of (24b) is equivalent to minimizing D(V”’||W|Px ) under the constraint
Px oV’ = Q4. We have:

D(V'|W|Px) = min{ D(V'|W|Px)

viPng
+ max 302 [Q2(2) — P V?(z)]} 22)
= s (i { DOV IWIPx) =3 Px(@)Vele)p-
+>0:Q2(2)}, (223)
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where p £ (p1,...,pz|) and the last equality follows since D(V||W|Px) is convex in V and the second term is

linear in V. Moreover, the inner unconstrained minimization has the value

min{ D(V'[[W]Px) - L Pe)V el -}
V'(z]x)
= mm Z Px(z)V'(z|r)log m (224)
==Y Px(x)log Y  W(z|z)exp(p-), (225)

by choosing V' (z|z) o W (z|z) exp(p,). Plugging this into (223) we get

. / o
min _QD(V [W|Px) = prenﬂg;({zszzQz(z)

V/:PxoV'/=
- ZP)((ZL') logz W (z|x) exp(pz)}. (226)

Remark. Using Holder’s inequality, it can be checked that the objective function of (226) is concave in p thus can
be efficiently maximized using standard numerical methods.
Proof: Since the first sum in the objective function of 226) is linear in p it is sufficient to prove that the

function

p Z Px () log (W (z|z) exp(p.)) (227)
is convex in p. Fix t € [0,1] and p, p’ € RIZl. For every 2 € X, Holder’s inequality implies

> W(zlz) exp(tp + (1 —t)pl)

= Z W (z|x)t exp(tp.) x W(z|z)' " exp((1 —t)p)) (228)
t 1-t
ZW(z\x)eXp(pz) X ZW(Z|SC) exp(p’,) (229)
Taking the logarithm of both sides, multiplying by Px (), and finally summing over x proves the claim. [ ]

Finally, for small alphabet sizes that we have considered in Section [[V-B] we can solve the minimization of (24a)

via exhaustive search.
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