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Abstract

Fingerprinting systems in the presence of collusive attacks are analyzed as a game
between a fingerprinter and a decoder, on the one hand, and a coalition of two or more
attackers, on the other hand. The fingerprinter distributes, to different users, different
fingerprinted copies of a host data (covertexrt), drawn from a memoryless stationary
source, embedded with different fingerprints. The coalition members create a forgery
of the data while aiming at erasing the fingerprints in order not to be detected. Their
action is modelled by a multiple access channel (MAC). We analyze the performance
of two classes of decoders, associated with different kinds of error events. The decoder
of the first class aims at detecting the entire coalition, whereas the second is satisfied
with the detection of at least one member of the coalition. Both decoders have access
to the original covertext data and observe the forgery in order to identify member/s
of the coalition. Motivated by a worst-case approach, we assume that the coalition of
attackers is informed of the hiding strategy taken by the fingerprinter and the decoder,
while they are uninformed of the attacking scheme. Single letter expressions for the
error exponents of the two kinds are obtained, a decoder that is optimal with respect to
the two kinds of errors is introduced, and the worst-case attack channel is characterized.

1 Introduction

In fingerprinting systems several copies of the same host data are embedded with different
fingerprints (that designate, e.g., the different digital signatures or serial numbers of the
copies they are provided with) and distributed to different users . The fingerprints identify
one of many users in order to enable copyright protection. In this situation, two or more
users can form a coalition, and collusive attacks on the fingerprinting system are possible and
have to be taken into account in the code design. Each of the coalition members contributes
his distinct fingerprinted copy in order to create a better forgery. Hence, the fingerprinting
problem can be thought of as a game between the fingerprinter and the coalition of attackers.



As mentioned in [32], the fingerprinting game is closely related to (and is actually an ex-
tension of) the watermarking game, that in turn can be modelled as a coded communication
system equipped with side information, for a single user as opposed to one of many users.
Watermarking systems have been studied from the information theoretic point of view in
several works® (see e.g., [4], [7], [8], [14], [19], [21], [23], [24], [25], [30], [31] and [33]). Several
researchers (see, e.g., [1]-[3], [5], [6], [9], [12], [15], [17], [18], [26], [27], [29], [34]-[36] and
references therein) have proposed and analyzed fingerprinting systems that aim at protec-
tion against collusion attacks under various conditions. The research in this problem area
has largely focused on combinatorial analysis and algorithmic issues, whereas there has been
much less work on information—theoretic aspects. As an exception to the last statement, we
mention several papers, such as [2], [20], [32] and [34].

In [32], we have presented and analyzed a game-theoretic model of private? fingerprinting
systems in the presence of colluding attacks. The players of the game are on the one hand
an encoder-decoder and on the other hand, a few attackers. The decoder is facing the rather
complicated goal of reliably identifying coalition members based on the forgery and the
covertext. The distortion between the forgery and the original data should not exceed a
certain level. A realistic worst-case approach, taken in [32], is based on the assumption that
the attackers are informed of the covertext distribution and the coding-decoding strategy
(up to a random secret key), whereas the encoder and decoder are not informed of the
attack strategy. Thus, the encoder and decoder are assumed to adopt a random coding
strategy as a means of protection against malicious attackers. Random coding is enabled
by a secret key that specifies the particular codebook that has been drawn, which is shared
by the encoder and decoder. The action of the attackers is allowed to be stochastic, and
therefore one can model the attack by a MAC, whose output is the forgery and whose inputs
are fingerprinted copies that are observed by the coalition members. The problem of the
maximin game between the fingerprinter and the MAC applied by the users is addressed in
[32]. Two types of decoders are considered: a single-output (SO) decoder whose single output
is a message index and a multiple-output (MO) decoder whose output is a list containing L
message indices (where L is the size of the coalition). The two decoders aim at detecting
only one member of the coalition. When the SO decoder is concerned, an error is declared if
its output does not belong to the coalition, whereas when the MO decoder is concerned, an
error is declared when none of its outputs belongs to the coalition. The reason for aiming
at this goal (adopted also in, e.g., [2],[29] and references therein) is that when the forgery
is required to resemble to at least one of the fingerprinted copies observed by the attacker
target of detecting the entire coalition is impossible since the attacker can decide to almost
ignore one of its inputs, and thus prevent reliable decoding of the input that was ignored.
It is assumed in [32] that the encoder uses constant composition (CC) codes and under this
assumption, a single-letter expression for the capacity of the private fingerprinting game with
respect to (w.r.t.) the two types of decoders is found, and it is shown that their capacities

IFor a more comprehensive survey, see [32].
2Two models of the game may be considered: the private game in which the covertext is available also
at the decoder’s side, and the public game, where it is only available to the encoder.



are the same. Asymptotically optimal strategies, taken by the adversaries, are characterized.
Also, lower bounds on the error exponents of the two types of decoders are derived.

In this paper, we analyze private fingerprinting systems from a different perspective. Two
kinds of error events are investigated. An error of the first kind is associated with a decoder
that aims at decoding the entire coalition, whereas an error of the second kind is associated
with a decoder whose target is to identify at least one member of the coalition. The setup
of the game is similar to the one investigated in [32], with a few modifications.

e The first modification is that here, a more refined analysis of error exponents is per-
formed while in [32], the capacity is the main quantity of interest (although some lower
bounds on the error exponents are provided as well).

e The second difference between this paper and [32] concerns the distortion constraint
imposed on the attacker. In this paper, the distortion between each of the fingerprinted
copies observed by the attacker and the forgery he produces should be kept small,
whereas in [32] it was sufficient to maintain a small amount of distortion between
the forgery and one of the observed fingerprinted copies. This difference stems from
the need to prevent an attack strategy that almost ignores one of its inputs, thereby
rendering the goal of identifying the entire coalition impossible. Moreover, although
ignoring one of the observed fingerprinted copies is a “legitimate” attack, it makes no
sense that an effort will be made by the attacker to enlarge his coalition (by purchasing
as many legal copies as possible), and then, at the end, ignore some of them.

We define the the achievable error exponent of the first/second kind as a number E such
that there exists a random CC scheme, whose asymptotic performance in terms of average
probability of error (in the logarithmic scale) of the first /second kind is given by E, assuming
the attacker knows the encoding-decoding scheme and can adopt the worst-case strategy
associated with the kind of error of interest. Single-letter lower and upper bounds are
provided for the error exponents of the first and second kinds. In the case of an error of
the first kind, the lower and upper bounds coincide, while when the error of the second kind
is concerned, they coincide for a certain range of low rates. Another important result is
that we show that one can use a universal decoder (used also in [32]) that is asymptotically
optimal for the error of the first kind as well as an error of the second kind. We also deduce
lower bounds on the capacities of the fingerprinting games corresponding to the two kinds
of errors.

The paper is organized as follows: In Section 2, some notation conventions are defined.
A statement of the problem, which is relevant to the entire paper, is given in Section 3. In
Section 4 we describe our main results concerning the set of achievable error exponents, and
Section 5 is devoted to a discussion of the results. Finally, the proofs of the theorems appear
in Sections 6 and 7 and proofs of lemmas are deferred to Section 8.



2 Notation and Definitions

Henceforth, we adopt the following notation conventions. Random variables (RV’s) will be
denoted by capital letters, while their realizations will be denoted by the respective lower
case letters. Random vectors of dimension n will be denoted by boldface letters. Thus, for
example, if X denotes a random vector (Xi,...,X,), then x = (x1,...,z,) will designate
a specific sample value of X. The alphabet of a scalar RV, X, will be designated by the
corresponding caligraphic letter X'. The n-fold Cartesian power of a generic alphabet A,
that is, the set of all n-vectors over A, will be denoted A".

The set of probability mass functions (pmf’s), defined on a alphabet X', will be denoted
by P(X), and the set of conditional pmf’s from U to X will be denoted P(X|U), i.e.,

P(X|U) = {P(X|U) : P(x|u) >0, Z P('lu) =1, Y(u,z) eUd x X } : (1)

r'eX

The notation 1{A}, where A is an event, will designate the indicator function of A, i.e.,
1{A} = 1if A occurs, and 1{A} = 0 otherwise. We adopt the convention that if a set T’
is empty, then min,er f(t) = oo, and similarly, max,cr f(t) = —oo. The notation ¢, = d,,
for two sequences {c,},, and {d,}, -, will express asymptotic equality in the exponential

scale, i.e., lim, o + log <= = 0. Similarly, ¢, > d,, will stand for lim inf, . Llog < >0, and
SO On. X )
The empirical pmf, induced by a vector x € X", is the vector Py = {Px(a), a € X},

where Py(a) is the relative frequency of the letter a in the vector x. The set of empirical
pmf’s induced by all n-vectors in X™ will be denoted by P, (X), i.e.,

P, (X) = {zﬁx}xw. 2)

The type class Ty (or T(Py)) is the set of n-vectors X such that Py = P,. Similarly, the joint
empirical pmf induced by two n-vectors, x,y, is the vector ny = {ny(a, b), a € X", b€ y"},

where Py (a,b) is the relative frequency of (z;,y;) = (a,b). The type class Tyy (or T(Pyy)) is
the set of all pairs of n-vectors x € X",y € V", such that Py = Pyy,. The conditional type

A

class Tyx (or Tx(Pyx)), for a given x, is the set of all n-vectors y € Y™ such that Tyxy = Ty,

and the conditional empirical pmf ]5y|x is defined by py‘x(y|:1:) = %L(xx’)y), Vi e X : Pe(x) > 0.

For a given empirical pmf Pe P,.(A), define the set of conditional empirical pmf’s,
P, (B, P) = {P € P(B|A) : nP(a)P(bla) is an integer for all (a,b) € A x B } : (3)

The variational distance between two pmfs P and P’, defined on the same set A, will be
denoted by ||P — P'||, i.e.,

|1P =P =) |P(a) ~ P'(a)l. (4)

acA



Information-theoretic quantities, such as the entropy of the random variable X, whose pmf
is P, will be denoted by either Hp(X) or H(P) interchangeably. Similarly, the mutual
information between X and Y given U, with joint pmf P will be denoted by Ip(X;Y|U),
etc. The divergence, or Kullback-Leibler distance, between two pmf’s P and () on A, where
|A| < oo, is defined as D(P|Q) = > ,c4 P(a)log %, where we use the convention that
0Olog0 =0 and plog § = oo.

Information-theoretic quantities governed by empirical measures induced by the n-vectors
u, x,y, will have a special notation, e.g.,

~

Hy £ Hp(X)
xyln = Ip, (X;Y|U). (5)

The notation U «— X « Y will signify that the RV’s U, X,Y, in this order, form a
Markov chain.

We shall have a particular interest in strongly exchangeable channels. A strongly ez-
changeable channel is defined as a conditional distribution Py xx with input alphabet (X ”)2
and output alphabet )" for which, for every x’ € X", x € X", y € V" and every permutation
mof {1,...,n},

Pyxx/(y|xx') = Pyjxx: (my|mxmx’). (6)

Obviously, every DMC is strongly exchangeable.

3 Statement of the Problem

As mentioned earlier, the setup of the game considered in this paper resembles the one
investigated in [32] with several modifications discussed in the Introduction. Nevertheless,
for the sake of completeness, we include the entire description of the modified game here.

Let U, X and Y be finite sets designating the alphabets of a covertext symbol, finger-
printed symbol and forgery symbol, respectively. For convenience, we assume® U = X. Let U
designate the random covertext sequence within which the fingerprints will be hidden. The
n-vector U is composed of n i.i.d. RV’s whose joint pmf is denoted by F}} with single-letter
marginal pmf Py, and we shall assume that min, ey Py(u) > 0. The fingerprinter creates, at
random, M = |2"%] fingerprinted versions of the covertext, denoted X;, i = 1,..., M, and
will be referred to as a codebook.

A secret key, K, is an RV, independent of the fingerprints and the covertext, known to
both the encoder and decoder, but unknown to the attacker. Let IC,, stand for the alphabet
of K,,, and let Pk, stand for the distribution of K,.

Definition 1. A rate-R fingerprinting encoder of block-length n is a function which maps
the secret key realization k,, the covertext data u, and the watermark message m € M,, into

3Tt is natural to make this assumption, because one of the things one wants to keep secret is the very
existence of fingerprints. If U # X, it would be immediately apparent that the image or signal is fingerprinted.



a stegotext wvector (or, fingerprinted vector) x, i.e.,
fo: KpxU" x M, — X", (7)
where
M, ={1,..., M}. (8)

Having created the fingerprinted copies X;, ¢ € M,,, the encoder distributes them arbi-
trarily to M different users. We assume that the distributed copies should meet the following
distortion constraint w.r.t. a given distortion level Dy, i.e.,

where d; : UxX — R, denotes a single-letter distortion measure and d; (u, x) = 7, di(u;, ;)
forue U” and x € A",

Let W, and W, be the two* users that take part in the coalition. It is assumed that
W, Wy, are independent and both uniformly distributed over the set M,,. Let X, and X,
stand for the two corresponding sequences of fingerprinted data received by the users W,
and W,. Namely, X, and X, are available to the attacker who creates the forgery, Y, as the
output of an attack channel Pyx,x, from X" x X" to Y".

Let dy : X x Y — R, denote another single-letter distortion measure, and denote
do(x,y) = Yoi do(ws,y;) for x € X" and y € Y". The attacker is assumed to meet
the following distortion constraint®

Pr{d:(X,,Y) <nD; and d2(X,,Y) <nDy} = 1 (10)

Denote by P% the set of channels satisfying (10).

The decoder observes the realization of the secret key (and thus, knows the particular
codebook that has been drawn), the covertext U and the forgery Y and its aim is to detect
members of the coalition. Thus, it is a function ¢, : K, X U™ x Y™ — M?2.

As mentioned earlier, we analyze two kinds of errors: the first refers to a decoder that
aims at decoding the two messages (detecting the entire coalition), and the second refers to
a decoder that is less ambitious and is satisfied with correct decoding of at least one of the
messages. We refer to the resulting errors as error of the first kind and error of the second
kind, respectively. The quadruple F,, = (Pg,, fn, My, ¢,) will be referred to as a rate R
randomized fingerprinting code.

Definition 2. Let N, (D) be the set of mappings n: U™ — P(X|U), s.t.

Ep (U X) < D1 VuelUr, (11)

I5u><r](u

and n(u) € P, (X, P,), Yu e U".

4In the general fingerprinting game, the coalition may have more than two members. However, for the
sake of simplicity, we focus on the case of two coalition members. The results can be extended to a general
coalition size.

°In [32], the constraint was Pr{d2(X,,Y) < nDq and da(X,,Y) < nDy} = 1.



We shall focus on the following subclass of fingerprinting codes:

Definition 3. A rate-R constant composition (CC) fingerprinting code of block-length n
is a code with the following structure of a secret key and encoder: the fingerprinted copies
X, © € M,,, are drawn independently given U, uniformly over a single conditional type class
Txju for allu. The choice of the conditional type class is defined by a mapping® n € Ny, (Dy),
i.e., it is given by Ty(n(u)).

In the sequel, we shall use the abbreviation

T, (w) = Tuln(w)) (12
Denote by F%(R) the set of rate-R randomized CC fingerprinting codes induced by a map-
ping 7, € N,(D;). A code F,, € F#(R) is therefore defined by the triple (n,, R, ¢,).

The fact that we focus on the wide class of CC fingerprinting encoders can be justified
by practical considerations. As explained in [32], any practical randomized encoder should
have some enumeration mechanism, where one first randomly selects a number under the
uniform distribution in some range (in particular, an integer according to the key), and then
this number is mapped to a codeword (given U). It is desired then that to implement this
mapping, one should not need (exponentially) large tables but can use a simple function. It
is well known that there are indeed simple ways to enumerate sequences which belong to the
same type class. See, for example, [10], where such an enumeration method is proposed, and
the same idea can be easily extended to conditional type classes.

For a given realization of a secret key, K, let the output of the decoder be given by
W = (Wi, Ws) = ¢,(K,,U,Y). An error of the first kind occurs when not all coalition
members are correctly detected” and an error of the second kind occurs if no coalition
member is correctly detected by the decoder, hence, the average probability of error of the
first and second kinds are given by

PY (F,, Pyix,x,) =
Pr{{W + (Wo, W) and W # (Wb,Wa)} or {Wa — W, and Wy # W, and W, # Wa}}

P® (F,, Pyix.x,) 2 Pr {Wl £ W, and W, £ W, and W, # W, and W, # Wb} . (13)

respectively, where the probability is induced by the covertext, the members of the coalition,
the ensemble of all possible codebooks, and the action of the attack channel Py x,x,, when
the randomized code F, is employed.

Definition 4. An achievable rate R w.r.t. error of the first kind is one for which there exists
a sequence F, € F4(R), n > 1 such that

lim sup,,_, - Pe(l) (Fm PY\XaXb) =0.

su d
pPY|XaXb6Pn2

6We require that n € NV,,(D1) in order to consider conditional types such that constraint (9) is met.
“In the rare case where W, = W}, it is sufficient that either Wy = W, or Wy = W,.



Definition 5. The CC capacity of the private fingerprinting game w.r.t. a error of the first
kind C(Py, D1, Dy) is defined as the supremum of all achievable rates.

Similar definitions apply for the achievable rate and the CC capacity w.r.t. error of the
second kind 0(2)(PU,D1,D2). In fact, the capacity is a function of the distortion levels
D+, Dy and the covertext symbol distribution F.

Define the negative normalized log error probability of the fingerprinting game w.r.t.
error of the first and second kind when the code F,, = (n,, ¢,, R) is applied

) 1 )
67(12)<PU7 Dla D2777m (bn? R) é _E log Pe(Z)(nnv ¢n7 R7 PY\XaXb)a (14>

i=1,2, respectively.

Definition 6. The error exponents of the fingerprinting game w.r.t. error of the first and
second kind at rate R are defined by

e (Py, Dy, Dy, R) £ liminf  max min e (Py, Dy, Dy, 1, ¢, R), (15)

n—=00 na€Nu(D1)sbn Py iy x, €PH2
t = 1,2, respectively.

Our main goal in this paper is to establish a closed form expression for the error exponents
of the fingerprinting game w.r.t. error of the first and second kinds at rate R.

4 Main Results

For a given measure Py, € P(U x X), define the set

Pd2(PUX’ D,) £

{PXY‘UX € P(X x VU x X) : Py = Py max{ Edy(X,Y), Edy(X,Y)} < Dg} . (16)
where the conditional measures Py 5 and Pg; are the appropriate marginals of Pyy X

Pgypx, and the expectations are w.r.t. Fyy X Pgy iy
For a given pmf P = Py ¢y € P(U x X% x Y) define the quantities

€a<PfJXXYaR)
. - - - - - . +
£ min{[p(X;XY|U) — R, Ip(X;XY|U)- R, IP(X;Y|U)—|—IP(X;XY|U)—QR}‘

~ ~ ~ ~ +
&o(Poxsy, R) = |Ip(X;Y|U) + Ip(X; XY|U) — 2R (17)

Define the following quantities for i = {a, b}
Ei(PUa D17 D27 R)

& minmax min | D(PyxyllPr % Pyg % Pyg % Prixg) +a(Poxsy B) . (18)
Py Px\ﬁ PXY|UX



where the outmost minimization is over P; € P(U), the maximization is over Py such that

Edl(f], X) < Dy, and the inner minimization is over Piyiox € Pas (Ppy, Ds). The measure
Py x % is the appropriate marginal distribution induced by Py y ¢y Note that

D(Pyxxy||Py x Pgg % Py X Pyxg) = D(Pgl|Py) + Ip(X; X|U) + Ip(U; Y] X X).
(19)
For convenience we denote
D(Pyxxy, Pv) = D(Pyxxy||Po X Pyig X Py X Pyxx)- (20)
The following theorem provides a single-letter expression of the error of the first kind.
Theorem 1. For all Py, D1, D>, R
eW(Py, Dy, Dy, R) = E,(Py,Dy, Do, R). (21)

The proof of Theorem 1 appears in Section 6. It is composed of a lower bound and an
upper bound on eV)( Py, Dy, Dy, R) which coincide.
As for the error of the second kind, define:

A . .
Ey(Py,D1,Dy, R) = minmax min
Py Py P

XY|UX
D(Pyxxyl|[Pv X Pxjg X Py % Pyxx) + eo(Pox sy R)] , (22)

where the outmost minimization is over Py € P(U), the maximization is over Py such
that Edl(U, X) < Dy, and the inner minimization is over

Pgyiox € Pay(Pyx, D) : min{Ip(X; XY|U),Ip(X; XY|U)} > R.

Let Ro(Py, D1, Ds) be the lowest rate for which the constraint
min{/p(X; XY |U), Ip(X; XY|U)} > R appearing in the minimization becomes effective.
The following theorem provides lower and upper bounds on the error exponent of the second
kind.

Theorem 2. For all Py, D1, Dy, R,
Ey(Py, Dy, Dy, R) < ¢ (Py, D1, Da, R) < Ey(Py, Dy, Dy, R), (23)
with equality whenever R € [0, Ry(Py, D1, D3)].

The proof of Theorem 2 appears in Section 7.

The term €;(Ppy gy, R) which appears in E;(Py, Dy, Dy, R), can be interpreted as the
error exponent conditioned on the event that (U, X, X, Y) lies within the type-class corre-
sponding to Py gy, and the term D(Fpx gy [Py X Pxg X Pyg X Py|xx) is a result of the
averaging over the types.



5 Discussion

The asymptotically optimal decoder is the same decoder as in [32] denoted ¢ that is informed
of u and the codebook, observes the forgery y and operates as follows:

(7,[)1 ) UA}Z) = argminwl, woFw] ’wal Xwg [uy ’ ) (24>

where ties are broken arbitrarily. Since this decoder achieves the lower bound on the average
probability of error of the two kinds, it can be regarded as a universal decoder for the class
of channels P%, w.r.t. random CC coding.

The fact that the maximizations over ¢, in (15) are performed separately for the two
kinds of error exponents implies that the decoding rule can be chosen to minimize the kind
of error of interest. In spite of this fact, it turns out that the same decoder is asymptotically
optimal for the two kinds of errors, regardless of the encoding scheme.

Since |Tx/juy| = el luy | the alternative decoder which is also asymptotically optimal
is given by

A

(wy,p) = argmin, wafwn Hou, Xugy 1y - (25)

As the value of maxmin exponent is determined by the dominant joint type class (of the
covertext sequence, the two fingerprinted copies of the coalition members and the forgery),
an attack channel denoted Pﬁ*qxfc that assigns equal probability to all the conditional type
classes Ty|xx such that the distortion constraint is not violated and is uniform within each
conditional type class is introduced. Namely,

1 {max{ds(x,y), d2(X,y)} < nD,}

Cn,x % |Ty|xi |

*

Y|xX(Y|X7 5() =

(26)

where ¢, x x is the appropriate polynomial normalization factor. This channel is shown to be
a worst-case attack channel w.r.t. the error exponent of the first kind, and it is also used in
the derivation of the upper bound on the error exponent of the second kind Ey,(Py, D1, Ds, R)

(in (23)).
The proof of Theorems 1 and 2 involves the following lemma (proved independently also
in [28]) whose proof appears in Section 8.

Lemma 1. For all a € [0, 1] and every integer M > 1,
%min{l,Ma} <1-(1-a)” <min{l, Ma}, (27)
hence,
1—(1—-a)™ =min{l, Ma}. (28)

This lemma implies that the union bound on the random coding error exponent is tight,
and this lemma can also be used in other contexts such as in [13] to simplify the derivation.

10



The derivation performed in this paper provides us also with lower bounds on the capac-
ities of the fingerprinting systems corresponding to the two kinds of errors, which are given
by the smallest rates for which E;(Py, D1, D2, R) =0, ¢ = a,b. It is easily verified that this
yields the following lower bounds

- - 1 -
CY(Py, Dy, Dy) > max min min{](X;Y|UX),](X;Y|UX),§I(XX;Y|U)}

Pxju PY\XX

1 ~
0(2)(PU,D1,D2) >max min —[(XX;Y|U), (29)

Pxiu PY\X}'{

where U ~ Py, X is an RV which is independent of X given U and satisfies PX|U = Px,
and U < (X, X) < Y, the maximizations are over {PX\U : Ep pyydi(U, X) < Di} and the
ds(X,Y), Ep__p. . ds(X,Y)} < DQ}.

The difference between the lower bound on the error exponent of the second kind,
Ey(Py, Dy, Dy, R), and the lower bound on the error exponent of the MO decoder of [32] is
that while in Ey(Py, D1, D2, R) (see (18)) the minimization is over Pgy gy € Pa,(Ppx, D),
the bound in [32] includes a minimization over PXY|U + such that PX|U = Pxy and
max{Edy(X,Y), Edy(X,Y)} < D,. This difference stems from the different distortion con-
straints imposed on the attacker.

In spite of the differences between the model of the ordinary MAC and the present sce-
nario (see the discussion in the Introduction), the lower bound on the capacity C")( Py, Dy, Dy)
bears some resemblance to the capacity region of the MAC. The capacity region of the MAC
given input distributions P (X), P,(X) is given by the set of rate pairs (R;, R»), satisfying

minimizations are over {Py| vy @ max{Ep

X)‘(Pyp”(x Pyp’(x

0<R <IX;Y|X); 0< R, <I(X;Y|X);: 0< R+ R, <I(X,X;Y). (30)

In the case of two users who (use the same codebook and hence) have the same rate, Ry =
Ry = R, the corresponding upper limit is R < min{/(X;Y|X),I(X;Y|X), I(X,X;Y)},
the minimizer depending on which of the above three lines is crossed first by the 45-degree
line Ry = Ry. The expression for the error exponent E,(Py, D1, Do, R) also resembles the
lower bound of the error exponent of the classical MAC (see [16]). That bound is given by

Vmir} [D(VXXY\UHPX\UPXIUPYIXX|PU>
UXXY

+max{I(X; XY|U) — Ry, [(X; XY|U) — Ry, I(X:Y|U) + I(X; XY|U) — Ry — RQ}] ,
(31)

where U is some auxiliary RV (used for time sharing) with distribution on some finite al-
phabet®, Pxy and Pz are conditional distributions (that can be optimized) defined on

P(X|U) and P(X|U), respectively, with X, X being the inputs alphabets of the channel,
and the minimization is over Vv ¢y € P(U x & x X x Y) with marginals Vyx = Pyx

81t is proved in [16] that the size of the alphabet of U can be 4 without loss of generality.

11



and V;; ¢ = P, 5. The main differences between (31) and E,(Py, D1, Ds, R) stem from the
distortion constraints imposed on both parties of the fingerprinting game and from the fact
that we consider a coalition of two users sharing the same codebook and thus operating at
the same rate. It should be noted that while U in E,(Py, D1, Dy, R) represents a covertext
symbol, in [16] it stands for a time-sharing symbol. A modification of the derivation per-
formed in this paper (the lower bound on Pe(l) (Fn, Py|XaXb)>, can be used to show that the
bound of [16] is tight in the random coding sense.

6 Proof of Theorem 1

6.1 Proof of the Direct Part of Theorem 1

The performance of the decoder ¢} (see (24)) will serve as an upper bound on the average
probability of error attainable by the optimal decoder. The encoder is a CC fingerprinting
code defined by a mapping n € N,,(D;) that satisfies the following condition

n(u) = n(rua) (32)

for all u € Y™ and every permutation 7 of {1,...,n}. In other words, the channel from U to
X is strongly exchangeable.

Without loss of generality? one can assume that the transmitted messages indices are
(1,2). With a little abuse of notation, we shall denote by P the joint pmf of {X;}},
conditioned on the event U = u, and by PY the joint pmf of {X;}¥, conditioned on
the event U = u, X1 X1, X2 = Xo.

Assuming the covertext is u, the codewords observed by the attacker are x1, X5, and y is
the forgery, the probability that the proposed decoder (24) fails to decode the entire coalition
is given by

u,x1,X2

Pr {error lux;x2y }
= ux1 Xo {3 Z ] ( »2) : |sz~,xg'\uy| < |TX1,X2|UY|}

- Z le X2 {EUC >3: Xp € TX'|UX1)’}
Tx’|ux1y: ‘Tx’\uxlylg‘Txﬂuxlyl

+ Z ux1 X9 {3k>3 Xk ET‘/|ux2y}
Tx/|ux2y: ‘Tx/\uxzylg‘Tx1|ux2y|

+ > PY L 13i>37>3: (Xi,X)) € Towrpuy ) (33)

Tx’x”\uy: ‘Tx’x”\uylg‘Txl,xﬂuy‘

(34)

9The case w; = wo can be treated similarly.
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max

Tx’\uxly: |Tx’\ux1y‘§|Tx

2\UX1y‘

max

Tx/\uxzy: |Tx’\ux2y‘§|Tx

1\uxw‘

1= (1-

1= (1-

’TX’|UX1Y|

T, (u)]

|Tx’|ux2y|

|T5(w)]

).
”

+ max P {323 >3: (Xi,X)) € Tuxrpu
Tttt uy [Tt uy | <1 Tq xo uy wX1, 2{ ( J) | y}
M-2 M—2
— 1— (1 . ’Tx2|ux1y‘) + 11— (1 _ ’Tx1|ux2y|)
T ()| T,(a)]
max PMx o 13i>3.7>3: (X;,X,) € Tyxrjuy + 35
Tx/x"\uy: |Tx’x”|uy‘§|Tx1,xz\uy| LX2 { J ( J) | Y} ( )

where the three summands in (33) are corresponding to (i) error only in W, (ii) error only
in Wi, and (iii) error in both W, and Ws.

Next, we present a key lemma that will be used to evaluate (35) and the lower bound as
well. Recall the abbreviation (12).

Lemma 2. Let u,x,X,y € U" x X" x X" x Y" be given n-vectors such that x € T,(u),%X €
T, The quantity

n(a).

Py = Py(x,x,u,y) =Py {3(,5) € {1,.... M}? s.t. (Xi,X;) € Tiegjuy | (36)
satisfies
Cm
P > o 38
M Z qM-2 1+ Cyy ( )
where
M
A ~ |Tx\u5cy U Tx|u5cy|
qMm = QM<X7 Xauay) = |:1 - ) (39>
T, (u)]
- M |Tx iIUy|
Cur S CM(vaa u, y) = ( ) ) 7 : (40)
2 ’Tn(u)|2

The lemma is proved in Section 8.
Obviously, by (35) and (37) we have the upper bound

P {3(i,7) # (1,2) : T, x;juy| < [Txxiuyl}
< 2(1 — QM_Q) + PuM {32 >3, =23 (Xi7Xj> = TX'X”\U}’}

i\uy'

max
X! |uy* ‘Tx/x”\uy

= 1—qy—o+ max

xlxllluy: |TXIXN|uy

I<ITx,

Pyr_o(ux'x"y)

,iIUy‘

I<ITx

S max min {1, Cy_o(ux'x"
M—-2 Tx/x//|uy: |Tx/x”|uy|S|Tx,5c|uy‘ { M 2( y)}

1 —qu—2 +min {1, Cp_o} @)

max {1 — qar—2, min {1, Cry_2}}. 42)
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where (41) follows since Cp/(ux'x"y) is increasing with |Tyrxrjuy|. Thus,

Pr {error of the proposed decoder |ux;x2y}
< max {1l — gy—2(ux;x2y), min {1, Cry_o(ux1xX2y)}}, (43)
Next, denote

~ A |Tx\u§(y U Tic|uxy|

a=a(u,x,X,y) el , (44)
and note that since T, (u) = Ty and gy = (1 — @), Lemma 1 provides the asymptotic
behavior of 1 — ¢ and implies,

1 — gy =min{l, Ma}, (45)
and consequently,
max {1 — qy—2 , min {1, Chr_o}}
max {min {1, Ma} , min{1,Cy}}
= min{l,max{Ma, Cy}}. (46)
For the sake of convenience, we shall denote
1 (Paxszy) 2 min {1, max {Ma , Cps}}. (47)
We thus have established the upper bound
neNir(lg}),qﬁn Per:;i?PZQ Pe(l)(T], On, R, PY\XX)
< neNfzg}),% Pleljéing u;y Pr(u, x, X, y)an (Paxxy), (48)
where
Pr(u,x,%,y) = Pp(u) L E T X ELWI 5 o is) (49)

| Ty(w)]?

The next two lemmas, whose proofs appear in Section 8, conclude the proof of the direct
part of Theorem 1. Denote by N*(D;) the set of mappings n € N, (D) that satisfy (32).

Lemma 3. For every n € N (D),

. (1) )
min - max BV (n, én, R, Pyxx)

on Py xx€Pn
| ~ aM(puxiy>
< Z Pr(u, x,x) Z ~ m’ (50)
u,x,X y: max{d2(x,y),d2(X,y)}<nD2 ’

where Pr(u,x,%x) = P}}(u) 1{XET"’T(:()I’;~§|€2T"(“)}.
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Lemma 4.

p XX
min Pr(u,x,x) Z —QM( wesy)
neNg® (D) - ) - |Ty\x,>~c|
u,x,x y: max{dg(x,y),dg (X7y)}§nD2
. . it (Pscsy)
= min Pr(u,x,x —_— o1
nENL(D1) Z ( ) ) Z - ‘Ty|x,>~(‘ ( )
u,x,X y: max{da(x,y),d2(X,y)}<nD3
= exp (—n minmax min [D(Ppy sy, Pu) + €a(Prx gy R)]) , (52)
U Tx|0 P)’(Y|U,X

where the outmost minimization is over Py € P,(U), the mazimization is over Pyig €
P, (X, Ps) : Edi(U,X) < Dy, and the innermost minimization is over Piyiox € Pa(X X
Y. Pyx) 1 s.t. Py = Pyjp and max{Edy(X,Y), Edy(X,Y)} < Ds.

The gap between the r.h.s. of (52) and E,(Py, Dy, Da, R) is only in that in (52), the
optimizations are over empirical measures while in (93) the optimizations are over sets of
continuous measures. Due to the continuity considerations, as n tends infinity, the r.h.s. of
(52) converges to E,(Py, Dy, R).

6.2 Proof of the Converse Part of Theorem 1

When deriving a lower bound on the average probability of error, one can assume (a) that
the attacker is constrained to use a strongly exchangeable channel and (b) that the channel
is known at the decoder’s side which can implement the maximum likelihood decoding rule.
The next lemma will be used to establish a lower bound on the probability of error of the
ML decoder under these assumptions.

Lemma 5. For any fized codebook and a known channel that is strongly exchangeable, the ML
decoder assigns the same likelihood to two pairs of codewords that lie in the same conditional

type given (u,y).

Proof. Let By, denote the codebook corresponding to u, i.e., the collection of codewords
{x;(w)}M™,. Let m,m' be two message indices. Since (u, By,y) are known at the decoder,
the ML decoder should maximize the quantity Pr(m, m/|u, By,y) over all m € M,, m' € M,,
m # m'. We have

Pr(m,m'|u,By,y)

o) P ! B,
(@) r(m,m’, u, )Pr(y|m, m’,u, By)

Pr(u, By, y)
1
@ WPI‘(U, Bu) ~
= mPY|X,X(Y|Xm<U): X (1)) (53)
where (a) follows from Bayes rule, (b) follows from Bayes rule and the fact that Pr(y|u, m,m’,By) =
Pr(y|x. (1), % (u)), Pr(m,m’) = 15, and (u,B,) is independent of the message indices.
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Hence, the ML decoder should maximize Py x x(y[Xm(u), Xq (1)) over all message indices
m # m/. Since Pyx xs is strongly exchangeable, by definition (see (6)), if (x5 (1), X (1)) €
Txn(wx,, (w)ly one has

Pyix x (¥ 1%m (W), X (0)) = Pyx 5 (¥ |3 (), X (w)) (54)

and the lemma follows. O

Thus, the probability that the ML decoder fails (given u,x;,X3,y) is lower bounded as
follows:

Pr {error of ML decoder, known exchangeable channel |ux;xsy }
> Puiax 1300.5) # (1,2) 1 (%,%5) € Texauy } - (55)
We can now use (38) to lower bound the probability of the event of interest.
PY{3(i,5) # (1,2) : (x4,%;) € Ty xjuy }
=Py {3k >3: Xy, € {Txuzy U Txjuxy} or 3(i,5),4,5 > 3+ (X, X;) € Tegpuy }
> max {P} {3k >3: X} € {Txjuzy U Txjuxy } } - P {3(2,5),4,5 >3+ (X, X;) € Texuy | }

= max{l — qm-2, PM72}

> max {1 —qM—2,qM—4 * M}
1+ Cr—s

Chrr—2
> ma; 1-— 9, g 56
= X{ qm—2 5 qpm—2 1+CM2} ( )

where (56) is due to the fact that gy is decreasing with M. Next, denote for convenience

q=qu-2 and C = Cy_o
max <4 1 — —C
¢4 1+C

g
e {q 1+2C

1+C 1+C
O 1+ac)l{q—1+2c}

v

LleC 0 14C
1+20 1+c {71120
C
- 1+2C (57)

16



and obviously,
max ¢ 1 — ¢ >(1—gq) (58)
q,4q 11C(~ 4q);
thus, (57) and (58) imply

Cr—2
max 1l —qu—2, qu-2- T—F7——

1+ Chrs
Chrr—2
> 1—qy_y, —
Z max{ qm-2 1+20M_2}
1

> max {1 — M-z, 3 min {1, OM_Q}} (59)

= max{l —qy_o, min{1,Cpy_o}}, (60)
where (59) follows because either Cy;_o < 1 and then lf;lg,;i? > C]g*z or Cpr—g > 1, and

Cr—
consequently - +2kc{*M2 - > %

The fact that the bounds (43) and (60) coincide yields that the average probability
of error (given u,Xj,Xs,y) of the proposed decoder (24) achieves the lower bound on the
average probability of error attainable by the ML decoder which corresponds to every strongly
exchangeable channel that is known at the decoder.

We have thus established the lower bound

. 1
min max  PY(n, ¢, R, PY\XX>
WENn(Dl):(bn PY\XXG,P:SZ
> min max Z Pr(u, x,X,y)anm(Paxzy), (61)
NENR(D1) - Py g €PR>® X v

where Pr(u,x,X,y) is as in (49) and
phrer = {wax € P . Py xx is strongly exchangeable} . (62)

The gap between (48) and (61) stems only from the fact that the set over which the maxi-
mization is performed in the lower bound is P9¢* while in the lower bound the set is P%.
To bridge this gap, we introduce the attack channel P‘*”XX given in (26), and to conclude

the proof we note that

min max Pr(u,x,X,y)«a puxf(
WEML(DI) Plef(e.PgQ,EI u;y ( y) M( y)
> Z PI‘(U, X, i>P;'|X)~((Y|X)~()aM(PUXiy)
u,x,X,y
puxfc
= Z Pr(u, x,X) Z %7 (63)
u,x,X y: max{dz(x,y),d2(X,y)}<nD> yhxx

applying Lemma 4 and its proceeding remark, the converse part of Theorem 1 follows.
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7 Proof of Theorem 2

7.1 Proof of the Lower Bound of Theorem 2

When the error of the second kind is concerned, the probability that the proposed decoder
(24) fails to decode at least one member of the coalition is given by

Pr {error of the proposed decoder |ux;xsy }
= P{l\{{l,xz {32 > 37] >3 |TXi7Xj|UY| < |TX1,X2|Uy‘}

= > PY 0 {3i>3,7>3: (Xi, X)) € Toxrjuy )
Tx/ S‘Txl,x2|uy‘
= max P {3i>37>3: (Xi,X;) € Tuwxrjuy }

Tx/x//‘uyt ‘Tx/x//‘uy|§‘Tx

xluy* ‘Tx/x//\uyl

1 ,x2|uy‘
= max Py_o(ux'x"y). (64)

Tx’x”\uy: ‘Tx/x”\uylg‘Txl,xﬂuy

We have,

/)
max Pr_o(ux'x"y)
Tx’x”\uy: ‘Txlx”\uylg‘Txl,x2|uy‘
< max min {1, Cp_2(ux'x"y)}
Ty T <1y

x!|uy* x”\uyl— 1,x2|uy‘

= min {1, Cy_o(uxix2y)} (65)

where the last step follows since Ci(ux'x"y) is increasing with |Tyxrjuy|. Now we use a

similar derivation to the one performed in Lemmas 3 and 4 (replacing « M(Pux;(y) defined in

A

47) by ap(Puxzy) = min {1, Cps(ux1x2y)}), and this yields
Yy

min max Pe(l) s Ons Ry Py ixcs
NENW(D)bn Py o epi2 (n v xx)
(66)
HéaX 67(12)(PU7 D2> n, ¢n7 R)
> min [D(]Sux;(yHPU % Pyu % Papa % Pyps) + 60(Paxzy B)| . (67)

pux:"cy G'P((i;l) (777D2)

Since n € N,,(D;), the mapping 7 is continuous, and thus, the r.h.s. of the above equality
converges to Ey(Py, D2, n, R). This concludes the proof of the Lh.s. of (23).

7.2 Proof of the Upper Bound of Theorem 2

Similarly to the argumentation used in the analysis of the error of the first kind, when
deriving a lower bound on the probability of error of the second kind, one can assume (a)
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that the attacker is constrained to use strongly exchangeable channels and (b) that the
channel is known at the decoder’s side which can implement an optimal decoding rule w.r.t.
the error of second kind. We next characterize this optimal decoder. Recall that Let By
denotes the codebook corresponding to u. First, note that given (u,y) and when the optimal
decoder for the error of second kind is used, if there exists another pair (x;,x;) where ¢ > 3
and j > 3 such that (x;,x;) € Tk, x,|uy an error occur with high probability, because, the
optimal decoder for the error of second kind minimizes

Pr(m; not sent ,msy not sent|u, By, y) = 1 — Pr(m; sent or my sent|u, By, y) (68)
among all my, my € M,,, my # my, or alternatively, maximizes
Pr(m; sent |u, By, y) + Pr(ms sent|u, By, y) — Pr(m; sent, my sent |u, By, y) (69)

Pr(yjuBu)

we obtain
my sent |u,By)

multiplying by Pr(

Pr(y,m; sent |u,B,) Pr(y,ms sent|u,B,) Pr(y,m; sent, my sent |u, By)

Pr(m; sent |u, By) Pr(m; sent|u, By) Pr(m; sent |u, By)
~ Pr(y,my sent [u,By) | Pr(y,m; sent|u, By) % Pr(y,m1 sent, ms sent |u, By)
~ Pr(m; sent |u,By) Pr(ms sent|u, By) (& — 57z)  Pr(my sent,my sent [u,By) ’

(70)

where the last step follows since Pr(m; sent [u, By) = Pr(ms sent |u,B,) = & — 517 and
Pr(m; sent, my sent [u, By) = 155. Hence, the optimal decoder maximizes

Pr(y|u, By, my sent ) + Pr(y|u, By, ms sent) — | - Pr(y|u, By, m; sent ,ms sent )

2M —
= Pr(y\u, By, Xm, ) + Pr(y|u, By, xpm,) —

2M _ 1 ’ Pr(y’Xml7Xm2)

= Z [Py ixx: (¥ [Xmy , Ximr) + Py pxx (¥ [Xmrs Ximy,) |

+ Z PY|XX’ (¥ |Xmgs Xims) + Py xx/ (¥ %, Xmg):|

1
B 2M — 1 . [PY|XX’<Y|Xm1,Xm2) + PY\XX'(Y|Xm27Xm1)}
é fu,Bu7y<Xm1,Xm2). (71)

Therefore, even for the optimal decoder (w.r.t. average probability of error of the second
kind) one has

Pr {error |ux;xoy}
=P {3023, 23 fuBuy(Xi X)) 2 fuBuy(x1,X2) [uxi Xy }
> Pl {71 23,0 231 (x0:%)) € T sofuys fuBuy (X0 X)) 2 fupuy(x,%2)} . (72)
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Next by symmetry we have

PuM,xl,xQ {Hi > 3,7 >3 (Xi,%X5) € Ty, xoluys fu,Buy (X, Xj) > fu,Bu,y(XluX2>}

=P {3i>3,72>3: (x,%)) € Tx, xafuy: fuBuy (X %) < fubay(X1,%2)} . (73)
To realize this, let B, = {x,,(u)}*_; be a codebook and let i >, j > 3, be a pair of indices
such that (x;,x;) € Ty, xsjuy, and fuB.y(Xi;X;) < fuBay(X1,X2). Let m be a permuta-
tion such that (7x;, 7x;, 7u, 7y) = (x1,X2,u,y) (such a permutation exists since (x;,x;) €
Ty, xsjuy)- Consider the codebook B, = {xi(u),xs(u),x;(u),x;(w), {7Xm,(0) }mrf1,2,3 }-
Obviously, by definition of 7, we have fuB: y(Xi,;X;) > fupyy(X1,X2) and since

Pl 1Bu} = Puly, s, {BL} (74)

u,X1,X2
the symmetry argument holds.
Egs. (73) yields
Pﬂ/,[xl,xg {Ell > 3a] >3 (Xiaxj) S TX17X2\uy>fu,Bu,y(Xi>Xj) > .fu,Bu,y(XhXQ)}

1
>3- P o {3i>3,7>3: (x1,%;) € Tx, xafuy | - (75)

u,X1,X2

Hence, (72) and (75) yield the lower bound
Pr {error |ux;xy}

1
> — . PM {Eli > 37j >3 (Xi7Xj) S Tx17X2|UY}

—_ 2 u,X1,X2
= PMfz(UX1X2Y)

CM72<U-X1XQY)
1+ Cp—o(uxix2y)

> qu-a(uxiX2y) -
I .

> qu-a(uxiX2y) - 5 min {1, Cyr—a(uxix2y) }

. I .

= qu(ux1X2y) - 5 min {1, Cy(uxix2y) }, (76)

where the first inequality follows from (38), and the second inequality follows because either

Cy < 1 and then 1ng > CTM or Cyy > 1, and consequently 1ng > % Now, recall

max{\Txl |ux2y|’|Tx2\ux1Y‘} =" min{fx
‘Tx|u‘

that g (uxix2y) = [1 — a]" where a = 1;"2Y‘“’f"2;xm“}, SO

~

whenever R < min {_fxl;xw‘u, IxZ;xly|u}, we have ¢y = e~! = 1. Hence, using an equivalent
of Lemma 3, the expression for the error exponent resulting from (76), is upper bounded (on
the exponential scale) by
min
Pux;‘yepl(i;) (nvDQ)7R§min{fx;iy\u7ji;xy|u}

~ A

A A +
{D(PuxinPUn(Pu)Pyxfc) + ]i;ylu + IX;iylu - 2R’ ] ) (77)
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which differs from Ey(Py, D2, 1, R) (see (22)) only by the fact that the minimization is over
empirical measures of order n rather than over the continuum. Since 7 is a continuous
mapping, the above expression converges to E’b(PU, Dsy,m, R). This concludes the proof of
the r.h.s. of (23).

Now, by definition of Ro(n, Dy) (following e.q. (22)), Ey(Py, Dy, n, R) = Ey(Py, Do, 1, R)
for all R € [0, Ry(n, D2)] and this concludes the proof of Theorem 2.

8 Proofs of Lemmas

Proof of Lemma 1

Proof. The r.h.s of (27) follows trivially. As for the Lh.s., it is easy to show that for all
a € |0,1],

M
1-(1-a)>—12

. 78
“ 1+ Ma (78)

1+Ma’ — 1+Ma’

a) > =, we have 1 — (1 —a)M > aM(1 —a)M" > %, thus, 1 — (1 — a)

To see that, note that if (1 —a) < —1— we have 1 — (1 —a)™ > M2 and if (1 —
M

: Ma M Ma
min { 1+Ma’ (1fa)(1+Ma)} = T+Ma-
The lemma follows since
Ma 1
> —min{l. Ma}l. 79
17 aa = g mindl Maj (79)
O

Proof of Lemma 2

Proof. The first part of the lemma (37) follows trivially because ( M ) is the number of

2

possibilities of choosing a pair among the M vectors, and |‘Tj’i"‘"“§ s the probability that two

i.i.d. vectors uniformly distributed over Ty, lie within T gjuy-
In order to prove (38), note that

Py > PM { There exists a single pair (i, j) s.t. (X;,X;) € Tx’g‘uy}
= Oy -PY { (X1, X3) is the single pair in Tx,g|uy| (X1, Xy) € Tx7,~<|uy}

W Cop - PY X, & {Tuzy U Tapuy Vi > 3, (X3, X;) & Tespuy¥isj > 3}

(b

> O [Py X & {Tqusy U Txjuxy Vi > 3} + Py {(Xi, X;) € Trexpuy Vi, j > 3} — 1]
=Cumlgu-—2+1— Py_o —1]

> Cur lgym—2 — Pyl (80)
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where (a) is because if, for example, there exists ¢ > 3 such that X; € Tyjuzy, then Ty, x,juy =
Ty, xoluy = Txxluy, (b) follows since for two events A, B, 1 > P(AU B) > P(A) + P(B) —
P(AN B), thus, P(AN B) > P(A) + P(B) — 1, and the last step holds since by definition
Py is non decreasing with M. O]

Proof of Lemma 3

Proof. To establish the proof we shall show that the r.h.s. of (48) is upper bounded (in the
exponential scale) by the r.h.s. of (50), and that the r.h.s. of (61) is lower bounded by the
r.hus. of (50).

Let Py xx be a given attack channel, which is a member of P and let 7 be one of the

n! permutations of {1,...,n}. Denote by P;p(f( the channel defined by

§|xx(y’X)~<) = PY|XX(7TY‘7TX7D~()7 (81)

where mx designates the sequence x permuted according to 7.
For a given watermarking channel Pxy € P4 denote

L(Pyxx) = ZP&L(U) ~Z()W;U)PZPW)(X(}”X@OW(?“@)- (82)

A

Since P} is memoryless, the encoder satisfies (32), o (Puxzy) depends solely on the type
class Tyuxxy, and since L(Pyxx) is an affine functional of Py xx, we have

us 1 s
L (PY|xX) =L ( Y\Xf{) =1L (ﬁ Z PY|XX> : (83)
Note that %ZW P;F'\Xf( is a strongly exchangeable channel, as if Txzy = Txxy, there ex-
ists a permutation 7 such that (x'X'y’) = (7x7x7y), and thus > Py xx(7y|mxx) =
Do PY\XX(WYIVTX,X')-
Thus, we can denote that = > Pg‘xx(y|xi) =

PY|XX<TY|Xi|Xi>

, and (83) implies

|Ty\xi|
P. v (1. X% XX
L(Pyxx) =L [ 2% (Tyncht) ) (84)
|Ty\xi|
Now, observe that (10) implies
PY|X)~((TY|X)~C|X}~() S 1 {max{dg(x, y)7 d2(i7 Y)} S nDQ} ) (85)

and since L(Pyxx) is affine in Py xx we have

where Ps*qxfc is defined in (26). Hence, the r.h.s. of (48) is upper bounded (in the exponential

scale) by the r.h.s. of (50).
[
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Proof of Lemma 4
First note that

~ &M(pux;c )
Z Pr(u, x,X) Z ﬁ
y|x,x

u,x,X y: max{da(x,y),d2(X,y)}<nDa3

v 1 o)
= LA ) g 2 Ty

x,XE€Ty(u) y: max{da(x,y),da(%,y)}<nDs

B n (g 1 |Txjxul
= 2P0 D a2 )

XET’H(u) " i|ung”7

T, uxx -
x 3 || y| : || s (Paxsy)- (87)
y|xx

Ty\uxi: max{d2 (xzy)’dZ (i,y)}STLDQ

Taking the minimum over n € N, (D), one notices that the minimizer satisfies n(u’) =
n(u) whenever u’ € Ty, because the quantity

|T5c\xu| |Ty|ux>~(| ~
aM(Puxi )
2 T, 2 Ty v

T5c|ung77(u) y|uxx* max{d2 (xzy)»d2 (i,y)}San

depends only on the joint type class of (u,x) thus the minimizing n € N,(D;) belongs
to N (D;) which proves (51). Next note that since n € N,(D;) is a mapping from u to
P(X|U), one can switch the order between the summation over u € Y™ and the minimization
over n € N,,(Dy), i.e.,

. 1 | Txjxul
min Pl (u _— —_—
pith, 2 PO 2 Ty ()], 2. T (w))|

u XGTW(U) i|ungTl(u)

T uxx ~
% Z | vl ‘ OéM(Pux)”(y)
’Tylxi‘

Ty|ux5c: max{dg (X7Y) ,d2 ()E,y)}STLDQ

. 1 |T5<\XUI
= Pj(u min —
; 00 bt 2 Tyl 2 T(w)]

XETTI(U) i|ungn(u) K

T uxx ~
X Z | vl ‘OéM(Puxiy)- (88)
’Tylxi‘

Ty|ux5c: max{dg (X7Y) 7d2 (ivy)}SnDQ
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Now we use the method of types to evaluate the r.h.s. expression in the exponential scale

1 ’Tf(\xul
Pj(u min
Z n(u) di(ux)<nD; Z : T, ()| Z |T,(a)]

€T, (u TxjuxCTo(w) "
Tyjuxx| 2
y|uxx
x > Py (59)
Ty s max{da(x.y).da(%:y)}<nDy | YPE
= maxe "PHullPv) min max e "
Py 77(“)5 dl(U,X)SnDl x\uxCT ( )
X max e " “?WX’”‘aM(Pux;(y)

ﬁy\uxi: ma‘x{dQ (xvy)de (f(,y)}éan
A A A 1 A
= exp {—n (min max min {D(PUHPU) + Iz + Luyjxx — — log on(Puxgy)l) } (90)
n

where the outmost minimization is over P, € P,.(U), the maximization is over ]5x|u €
P, (X, P, ) and the inner minimization is over pxy|ux eP, (XX, Pux) such that the marginal
distributions satlsfy P;qu = x‘ and max{d;(x,y),d1(X,y)} < nD,. The last step follows

from the fact that Px|u = P,~<|u = 77(P ).
From (19), we have,

D(Pul|Py) + Inszju + Tuyixk = D(Paxiy||Pr % Prju % Pxju X Pyjxx)
= D(Puxxy, Pv)- (91)

Recall the definition of a (44), and note that a = max{ 1 |';:2’|)“ usy|} e L

We also have by (40), Cyy = e (2R Txy Ty ux) Hence, by (47), we have,

—%log on(]sux;cy) = —%logmin{l,max {Ma, Cy_o}}
= ‘min {min {jx;fcy|u; ff{;xy|u} - R, fi;ym + fx;;{y|u — 2R HJF
- ‘min {fsvin = B+ Ty = B+ Txlu + sy — 2R} r . (92)
Thus (88)-(92) imply

A

aM<Pux>Ey)
min E PI' E _—
UENn(Dl) ) d ( X

T.
y: max{dz(x,y),d2(X,y)} <nD2 ’ ylx’x’

= exp (—nminmax min [D(Ppyy ¢y, Pu) + ea(PUXXy,R)]) : (93)
Py Pxig Pxyio,x

where the outmost minimization is over Py € P,(U), the maximization is over Py €
P,(X,Ps) : Edy(U,X) < Dy, and the innermost minimization is over Piyigx € Pu(X %

Y, Py x) 184, Py = Pyp and max{Edy(X,Y), Edx(X,Y)} < Ds.
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