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Background

Wyner (1975). the wire-tap channel — rate/equivocation tradeft.
Extended/modified in many ways (tutorial: Liang—Poor—Shamai, 2009).
Reliability/secrecy exponents (Chou, Tan, Draper, Hayashi, Matsumoto).
Constructive coding schemes (Bellare, Tessaro, Vardy, Mahdavifar).

No earlier work on decoding reliability @ authorized user and wiretapper.

—p. 2/1



Iln ThisWork

Exact random coding exponents of Wyner’'s achievability scheme:
#® Wiretapper: correct—decoding exponent.

# Legitimate user: error exponent.
Both decoders use optimal bin—index decoding (bin level ML).

Motivation for studying P. and F:

# Ordinary performance criterion in communication in general.

#® Wiretapper: secrecy metric for sensitive info (password, acct. #).
# Legit. user: relevant to superposition coding (GP, relay, IFC, MAC).

® Extension to the broadcast channel.

Exact analysis — challenge due to the complicated likelihood score.
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Wyner’s Achievability Scheme

Given;

#® A cascade of two DMC’s Py x and Pzy,

$» An input assignment Py,
® A coding rate R,
9

A block length n.
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Wyner’s Achievability Scheme (Cont’d)

Do as follows:

® Select My = ™™ (R < I(X;Y)) codewords X, ~ T (Px).

® Partition to M = " bins {Cw} - of size My = "2, Ry = Ry — R.
® Reveal all this to all parties.

® Formessage 0 < w < M, send xp,+u, 0 < U < Mz —random.

9

Legitimate decoder: w*(y) = arg maxy P(y|Cw), Where

| Ma—1
P(y|Cuw) = M, > Pyl@wnyu)-
u=0

® Wiretapper: w*(z) = arg maxy, P(2[Cw).

Our goal: evaluating P. = Pr{w*(Y) # W} and P. = Pr{w*(Z) = W}.
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The Legitimate User



Main Result for the Legitimate User

Let

1>

e IPr{wt(y) £ w}

n—oo n

EE(Rla RQ)

We also consider w(Y") 2 bin index of arg max,, P(y|xm ), and define

A

E) (R, R2)

>

~ bm InPr{w(Y) # W}

n—aoo n

Our main result on this is the following:
Theorem: E;(R1, R2) = E| (R1, R2) = Er(R1), where Er(R;) is the ordinary

random coding error exponent

Ei(R) = min_ {D(@Qyixl|Pypx|Px) + [o(X:Y) - Rult ).
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Just a Few Hints on the Proof

Assume xg was transmitted: P. = Emin{1, M - Pr{P(Y'|C1) > P(Y'|Co)}}.

1M21

P(y|Cuw) = 77 Z P(y|@aprty+u) = Z N (Q xy )™ (@xv).
u=0 QXY

The rest is based on large deviations of the binomial RV's {N,,(Q xv)}:

{ Z N QXY) ’nf(QXY) > ?’LS} - Pl’{maXN (QXY) nf(QXY) > ens}
Qxy Qxy

=Pr {Nw(QXY)enf(QXY) > 6”8} > Pf{ (Qxy)e™(@xv) > 6”8}
Qxy Qxy

= max Pr {Nu(@xy) > enlem (@I
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Discussion

Meaning: decoding part of w is as reliable as decoding it completely.
Expected when R = 0: bit error exponent = block error exponent.
Also, for R =~ 0, P(y|Cw) IS approx. equivalent to maxgcc, P(y|x).
Not quite trivial for R > 0.

Intuition: fluctuations — more likely to come from few codewords.
Good news since w Is easier to implement.

Universal version: bin index of the MMI message estimator.
Mismatch: mismatched version of w0 is never worse than that of w*.

Extendable to hierarchical ensembles — BC's.

—p. 9/1



The Wiretapper



Main Result for the Wiretapper

Let E\y(R1, R2) denote the correct—decoding exponent of w*(Z).

Theorem:
Ew(R1, R2) = min{E1, Ey, E3},
where
Eiy = Ri—Ra+ éﬂin {D(Qzx||Pz\x|Px): Io(X;Z) < Ra}
Z|X
Ey = R + Lin {D(QzxIPz1x|Px) —1o(X;Z) : Ry <Ig(X;Z) < Ri}
Z|X
b3 = éﬂin {D(Qzx||Pzx|Px): Ig(X;Z) > R},
Z|X

where Q = Q) x z must satisfy the constraint Q x = Px.
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An Alternative Representation of £, (R, Rs)

Bw(Ry, Ry) = ' ' {D P
w (81, R2) \Dn | max uin (Qz1x 1Pz x1@x)+

(A1 + A2 — I)IQ(X; )+ (1 —=X)Ry — )\QRQ}

A few properties:
® Fy(Ri,R2)=01ff I(X;Z) > Ry or R1 = Ra.
Non—decreasing in R;.

Non—increasing in Ro.

o o @

Concave in Rs.
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Maximum Secrecy

There exists a region of maximum secrecy, where

A
Ew(R1, R2) = Epjind(R1, R2) = R = R1 — Ra.
This region is characterized as follows: Let
Q7 x = argmin[D(Qz x| Pz x|Px) — Io(X; Z)].

Then, maximum secrecy is attained for all (R, R2) such that

max{Ig:(X;Z) — D(Qz x|Pzx|Px), R1 — E3(R1)} < Ra < Ig-(X;Z) < Ry.

Comment: At least in this region, Eyy(R1, R2) Is the best exponent as there is
an obvious matching converse.
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Example

Ew(Ri, Ry) = ' ' {D P +
w (1, R2) A;élf&lulﬂel?gfumlﬂcgzm (Qz x| Pz x|@x)

(A1 + Ao — 1)IQ(X; Z)+ (1=X)R; — )\QRQ}
Let P2 x be a BSC with crossover probability p and Px = (3, 3).

The minimization over @) z| x can be confined to BSC’s as well, and one obtains
a Gallager—like expression:

Bw(R1, Ry) = i AL+ Ay —1)In2—
Wi F2) = arey A2 = Din

(1 -+ da)In [p/OH) (1 )V Qe
(1 — )\1)R1 — )\QRQ} )

—p. 15/1



°

Summary

The wiretap channel model from the viewpoint of error exponents.
Exact analysis for both legitimate user and wiretapper.

Legitimate user:
# Same as ordinary random coding exponent at rate R;.
#» Method: extendable to BC, MAC, IFC (with W. Huleihel), etc.

Wiretapper:

# Two representations.

# Properties.

# Maximum secrecy.

# Same analysis method — applicable also to the secrecy exponent.
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Thank You!
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